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Message from the Chair
by Lester J. Perling, Esq., Broad and Cassel, Fort Lauderdale, Florida

	 For years, many have advocated for critical 
healthcare reforms in Florida. Over the past 
decade, Florida has witnessed healthcare-
related budget battles, funding cuts, and fraud, 
and at the same time, the number of uninsured 
Floridians continues to surge. The passing 
of national healthcare legislation under the 
Obama administration may bring immediate 
benefits to Florida in the form of billions of dol-
lars in federal funding, and changes in health 
insurance coverage, healthcare delivery, and 
healthcare technology. Some argue that Flor-
ida’s economic future relies in part on these 
promised benefits. Benefits, affecting Florida 
residents, providers, and insurers, include:

	 •	 Closing the Medicare Part D “doughnut 
hole” by the year 2020;

	 •	 Funding existing Community Health Cen-
ters and the construction of new centers;

	 •	 Insurance coverage for young adults 
seeking to remain on their parents 
policy until age 26;

	 •	 Affordable insurance coverage for unin-
sured Florida residents with pre-existing 
medical conditions;

	 •	 Insurance plan protections such as 
bans on dropping sick people, elimina-
tion of lifetime caps, streamlined appeal 

The Stark Law Self-disclosure 
Protocol: Apply With Care
by Chris M. Morrison, Esquire, Orlando, Florida*

	 On September 23, 2010, the Centers for 
Medicare and Medicaid Services (“CMS”) 
posted the Voluntary Self-referral Disclo-
sure Protocol (“Protocol”) on its website. 
The Protocol allows providers and suppliers 
(“disclosing parties”) to self-disclose actual 
or potential violations of the federal physician 
self-referral statute (42 U.S.C. §1395nn, com-
monly known as the Stark Law) and possibly 
settle their financial liability for such violations 
for less than the full amount due. The Sec-
retary of HHS (the “Secretary”) was required 
to establish a self-disclosure protocol under 
the Patient Protection and Affordable Care 
Act (“PPACA”). PPACA also authorized the 

Secretary of HHS to reduce the amount due 
and owing for Stark Law violations.

	 This article discusses generally some of 
the main provisions of the Protocol, as well 
as some of the risks and drawbacks that a 
disclosing party should consider before de-
ciding to use the Protocol. This article is not 
exhaustive of all aspects of the Protocol.

General Disclosure Requirements

	 A disclosure under the Protocol must con-
tain three things: a description of the actual 
or potential violation or violations; a financial 
analysis setting forth the total amounts believed 
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to be due and owing; and a certification 
by the disclosing party that the informa-
tion provided is truthful and based on a 
good faith effort to resolve the matter at 
hand. The disclosure must be provided 
electronically and in hard copy to the ad-
dresses specified in the Protocol.

	 The description must contain de-
tailed factual disclosures and legal 
analysis regarding the actual or poten-
tial violation. A summary of the required 
content is as follows:

	 •	 Identifying information, including 
organizational relationships if the 
disclosing party is owned, con-
trolled, or otherwise part of a system 
or network, and affected corporate 
divisions, departments or branches.

	 •	 A description of the matter being 
disclosed, including the financial 
relationships and parties involved; 
the time periods of the violation 
and when the conduct was cured, 
if at all; the type of transaction or 
other conduct involved; and the 
names of the entities and individu-
als believed to be implicated and 
an explanation of their roles.

	 •	 A statement regarding why the dis-
closing party believes a violation of 
the Stark Law may have occurred, 
including a complete legal analysis 
of the Stark Law’s application to 

stark law
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Editor’s Note
by Thomas P. Clark, Esq., Fort Myers, Florida*

* Thomas P. Clark, Esq., is a shareholder with the law firm of Henderson, Franklin, Starnes & Holt, P.A., located 
at 1715 Monroe Street, Fort Myers, Florida 33902. Mr. Clark is a Member of the Health Law Section and Tax 
Section of The Florida Bar. Mr. Clark is Board Certified by the Florida Bar in Health Law and Tax Law. Mr. Clark 
may be reached at (239) 344-1178 or thomas.clark@henlaw.com.

	 Welcome to the latest edition of the Florida Bar Health Law Section e-newsletter. This edition contains six articles 
covering the following topics: (a)The Stark Law Self-disclosure Protocol: Apply with Care; (b) ACO’s: A Work in 
Progress; (c) Medical Staff Credentialing: Responsibility and Liability of Hospital Boards; (d) Law Firm Compliance 
with HIPAA’s Ugly Stepsister: The HITECH Act; (e) Medicare Revocation of Provider Status - The Newest Threat to 
Medicare Providers; and (f) Aggravated Identity Theft Statute as a New Prosecutorial Tool Against Health Care Fraud.
	 On behalf of the Health Law Section, I would like to thank the staff at the Florida Bar for their assistance with this 
edition. I also would like to thank the authors who submitted articles for publication. Without their help and support 
it would not be possible to continue the newsletter.
	 If you are interested in submitting articles for publication, please submit them to me at thomas.clark@henlaw.
com. I look forward to working with you.

the conduct, any Stark Law ex-
ceptions that apply and/or that the 
disclosing party attempted to use, 
and which elements of the appli-
cable exception(s) were and were 
not met. It should also describe the 
potential causes of the violation, 
such as intentional conduct, lack 
of internal controls, or circumven-
tion of corporate procedures or 
government regulations.

	 •	 The circumstances of discovering 
the violation, and the measures 
taken both to address it and to 
prevent future abuses.

	 •	 A statement of whether the disclos-
ing party has a history of similar 
conduct or has any prior criminal, 
civil, and regulatory enforcement 
actions against it.

	 •	 A description of the existence 
and adequacy of a pre-existing 
compliance program and efforts to 
prevent recurrence of the incident, 
including measures to restructure 
the non-compliant arrangement or 
relationship.

	 •	 A description of notices provided to 
other government agencies in con-
nection with the disclosed matter.

	 •	 An indication of whether the dis-
closing party has knowledge that 
the matter is under current inves-
tigation or inquiry by a government 
agency or contractor.

	 	 The disclosing party is expect-

ed to conduct a financial analysis and 
furnish its findings to CMS as part of its 
initial submission. The analysis should 
provide a total amount, itemized by 
year, that is actually or potentially due 
and owing for the period during which 
the disclosing party may have been out 
of compliance with the Stark Law. The 
disclosing party must also describe the 
methodology it used to determine these 
amounts.

	 Finally, the disclosing party must pro-
vide a signed certification stating that, to 
the best of the individual’s knowledge, 
the information provided contains truth-
ful information and is based on a good 
faith effort to bring the matter to CMS’ 
attention for the purpose of resolving 
any potential liabilities under the Stark 
Law. This certification may be provided 
by the disclosing party’s CEO, CFO or 
other authorized representative.

Coordination with Other Agencies

	 CMS will coordinate with the Office 
of the Inspector General (“OIG”) and 
the Department of Justice (“DOJ”), and 
may also refer the disclosed matter to 
law enforcement. CMS may use the dis-
closure to prepare recommendations 
to OIG and DOJ for resolution of False 
Claims Act, civil monetary penalty, or 
other liability. Thus, a disclosure under 
the Protocol may result in contact from 
other government agencies.

Investigation Phase

	 After CMS receives the disclosure 
continued, next page
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it will begin verifying the information 
provided. During this process, CMS 
expects to receive documents and 
information from the disclosing party 
without having to use “compulsory 
methods,” and to have access to all 
financial statements and other support-
ing documents without the assertion 
of privileges. Any matters discovered 
during this process which are not part 
of disclosure will be treated as being 
outside the Protocol.

	 CMS states that in the “normal 
course of verification” it will not ask 
disclosing parties to produce written 
communications subject to attorney-
client privilege. CMS might more ag-
gressively seek documentation covered 
by attorney work product, but is “pre-
pared to discuss” ways to get the un-
derlying information without a waiver of 
privilege. Assertion of privilege should 
be made advisedly, as the disclosing 
party’s cooperation with CMS during 
the investigation process is a factor 
considered in reducing the disclosing 
party’s financial liability, and failing to 
fully cooperate may result in removal 
from the Protocol.

Reduction of Amounts Owed

	 The Protocol lists five factors which 
CMS may consider in reducing amounts 
otherwise owed. These include the 
following:

	 •	 Nature and extent of the improper 
or illegal practice

	 •	 Timeliness of the self-disclosure

	 •	 Cooperation in providing addi-
tional information related to the 
disclosure

	 •	 Litigation risk associated with the 
matter disclosed

	 •	 Financial position of the disclosing 
party

	 The Protocol does not further discuss 
what types of Stark Law violations are 
more likely to be settled for less than 
the full amount due. CMS will make an 
individual determination based on the 
facts and circumstances surrounding 
each violation. However, since CMS is 
authorized, but not required, to reduce 

amounts due, there is no guarantee 
CMS will do so. Also, CMS will not 
accept refunds of overpayments until 
its investigation is complete, and the 
disclosing party may not make such 
payments to the federal health care 
programs or their contractors without 
CMS’ prior consent.

Timing Issues

	 PPACA established a 60-day dead-
line for reporting and returning overpay-
ments, which applies to overpayments 
occasioned by a violation of the Stark 
Law.1 This may mean that a disclosing 
party, if it wishes to use the Protocol and 
remain in compliance with this deadline, 
must make the disclosure before the 
expiration of these 60 days. This 60-
day period will be suspended by the 
Secretary during the disclosure process 
until a settlement agreement is reached, 
or the disclosing party withdraws or is 
removed from the Protocol. However, 
the Secretary’s authority to suspend this 
deadline is not apparent in the statutory 
provision establishing the deadline, nor 
is it clear what effect, if any, this will have 
on other relevant government agencies.

Risks and Limitations

	 The Protocol provides no guarantee 
that CMS will allow a disclosing party to 
pay less than the full amount due and 
owing for the disclosed Stark Law viola-
tion. Even if CMS settles for a reduced 
amount, there is no indication that such 
settlement binds any other government 
agency. Since other governmental 
agencies will likely become aware of the 
disclosure, disclosing providers will need 
to take this into consideration. It is also 
unclear whether the Protocol only covers 
settlement of the overpayment resulting 
from the Stark Law violation, or includes 
settlement of potential civil monetary 
penalties as well. Until this is clarified, the 
Protocol may have narrow utility in limiting 
a disclosing party’s financial liability for an 
actual or potential Stark Law violation.

	 Another issue is the requirement to 
provide detailed facts and a “complete 
legal analysis” of the potential viola-
tion. This may provide CMS and other 
agencies with a roadmap to build a case 
against the disclosing party for monetary 
liability, penalties and other sanctions. 
It may also compromise the disclosing 
party’s ability to raise factual or legal 
defenses in those actions. Further, 
disclosing parties currently subject to 

a corporate integrity agreement (“CIA”) 
or certification of compliance agreement 
(“CCA”) may have additional reporting 
requirements. The matters disclosed 
under the Protocol may also constitute 
a breach of the CIA or CCA, which can 
result in penalties to the disclosing party. 
These factors should all be considered 
when deciding whether to disclose, and 
in preparing the disclosure statement. 

	 There are other conditions to using the 
Protocol that disclosing parties should 
consider. One condition is agreeing that 
there are no appeal rights for claims re-
solved through a settlement agreement. 
Also, disclosing parties must agree that 
if they are denied acceptance into the 
Protocol, withdraw from the Protocol 
or are removed from the Protocol, the 
reopening rules for Medicare payments 
apply from the initial date of disclosure to 
CMS. Ordinarily, a Medicare contractor 
may reopen and revise payment deter-
minations or redeterminations either one 
year or four years (if there is good cause) 
from the date of its initial determination 
or redetermination. Accordingly, if the 
disclosing party is unsuccessful in using 
the Protocol for the reasons described 
above, the clock is reset for Medicare 
contractors to reopen their determinations 
and potentially assess an overpayment.

Conclusion

	 For the first time, CMS has provided 
suppliers and providers with a specific 
process for disclosing and settling po-
tential liability under the Stark Law. 
However, the Protocol does not guar-
antee that a disclosing party will be able 
to settle its potential Stark Law liability 
with CMS, and settlement does not 
necessarily protect against liability and 
sanctions from other sources. There 
are also risks and tradeoffs within the 
Protocol that may result in greater un-
certainty and exposure to the disclosing 
party. Accordingly, the decision to use 
the Protocol must be carefully consid-
ered on a case by case basis.

* Chris M. Morrison is Of Counsel to 
GrayRobinson, P.A.’s Orlando office, 
and is board certified in health law by 
The Florida Bar. Mr. Morrison can be 
contacted at (407) 843-8880 or by email 
at chris.morrison@gray-robinson.com.

Endnote:
1 Overpayments must be reported and returned 
by the later of 60 days after the date on which 
the overpayment was identified or the date any 
corresponding cost report is due, if applicable.

stark law
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ACO’s: A Work in Progress
by Mike Segal, Esq., Miami, Florida* and Heather Siegel Miller, Esq., Miami, Florida*

	 On March 23, 2010, after a year of 
tumultuous debate, the Patient Protec-
tion and Accountable Care Act (“ACA”) 
was signed into law by President 
Obama.1 ACA is the most significant 
legislation regarding healthcare since 
the passage of the Social Security Act 
of 1965, which established Medicare.  
For hospitals and physicians, ACA con-
tains provisions designed to materially 
change the manner in which healthcare 
is delivered to Medicare and Medicaid 
patients and the way healthcare provid-
ers are compensated for such services.

	 ACA authorizes, among other things, 
that the Centers for Medicare and 
Medicaid Services (“CMS”) create a 
program that, commencing January 1, 
2012, will allow entities called “account-
able care organizations,” or “ACOs,” to 
share savings obtained by Medicare 
from the budgeted costs of healthcare 
services to beneficiaries assigned to 
those ACOs.2 ACO has become the 
latest and hottest “buzz” acronym 
in the healthcare industry. Yet many 
healthcare providers and their counsel 
do not clearly understand what an ACO 
is, why it is being discussed in every 
healthcare forum, why there seems to 
be a new ACO seminar every day and, 
perhaps most importantly, how one 
can be created in areas, like Florida, 
where fee-for-service medicine and 
independent physicians predominate. 
This article examines ACOs, discusses 
why they are a major focus of health 
reform, what has been learned from 
other healthcare integration initiatives, 
and the obstacles that many providers 
will face in creating an ACO.

	 ACOs are organizations that inte-
grate a group of healthcare providers 
with other facilities and members of 
the healthcare system, to provide care 
in a collaborative fashion for a defined 
population of patients. While the exact 
specifications of an ACO are left to the 
discretion of the secretary of Depart-
ment of Health and Human Services 
(“HHS”), ACOs require a significant 
amount of primary care physicians, 
and other physicians. While it is not 
absolutely necessary, most ACOs will 
include a hospital. In fact, hospitals 

will often be the driving force behind 
an ACO. The primary goal of an ACO - 
what ACA contemplates - is to control 
or lower healthcare costs while, at the 
same time, measurably improving the 
quality of healthcare. As more suc-
cinctly described:3

An ACO is a local health care or-
ganization that is accountable for 
100 percent of the expenditures 
and care of a defined population 
of patients. Depending on the 
sponsoring organization, an ACO 
may include primary care physi-
cians, specialists and, typically, 
hospitals, that work together to 
provide evidence-based care in a 
coordinated model. The three ma-
jor foci of these organizations are:

	1)	 Organization of all activities 
and accountability at the local 
level

	2)	 Measurement of longitudinal 
outcomes and costs

	3)	 Distribution of cost savings to 
ACO members

	 Since 1960, healthcare costs in the 
United States have consistently grown 
faster than the overall economy and, as 
a percentage of gross national product 
(“GDP”), reached 17.3% in 2009. 4This 
growth is not sustainable. From time 
to time there have been attempts to 
reform healthcare and to control the 
upward cost spiral. In recent years, 
experts have proposed using financial 
incentives to prompt physicians and 
hospitals to change how they are clini-
cally organized and paid for services in 
order to improve healthcare quality and 
efficiency. 5Recently, the increased abil-
ity of healthcare organizations to obtain 
and utilize meaningful data has made 
reform potentially more achievable.

	 Currently, most of the country’s 
healthcare providers are compensated 
by insurance companies on a fee-for-
service basis, which means that health-
care providers are paid for each service 
that they furnish to a patient. This pay-
ment structure has been challenged for 
many years by the federal government 
and healthcare “think tanks” as being 

undesirable. 6In the 1990s, capitation, 
where providers offer services based on 
a set monthly payment per patient, was 
trumpeted throughout the country as the 
best way to control healthcare costs. 
Use of capitation has had checkered 
results. In most parts of the country its 
popularity has abated, largely because 
of the difficulties involved when provid-
ers accept risk, and the public percep-
tion that capitation means poorer health-
care. However, it may be that capitation, 
perhaps in a different, more modern and 
sophisticated dress, is about to make a 
big comeback under ACA!

	 During the Bush Administration there 
were several Medicare demonstration 
and pilot projects that experimented 
with modifications and even elimination 
of fee-for-service remuneration.7 In fact, 
managed care plans have already be-
gun to pay physicians for services on the 
basis of performance – so-called “pay-
for-performance” plans8 – and hospitals 
have begun sharing cost reductions 
with physicians through “gain sharing”, 
which, subject to limitations, has been 
approved by the Office of Inspector 
General in several published opinions.9

	 In 2009, a Massachusetts Special 
Commission Report10 set forth in great 
detail the case against fee-for-service 
payments, decrying them as, among 
other things, rewarding overutilization 
of services; failing to recognize dif-
ferences in provider quality or perfor-
mance; encouraging the use of high-
margin services rather than low-cost 
alternatives; failing to compensate for 
care coordination; basing payment on 
market leverage rather than healthcare 
value; and failing to align provider 
incentives. In addition, under the cur-
rent fee-for-service model, healthcare 
providers are not encouraged to, or fi-
nancially rewarded for, coordinating the 
overall care of patients. This often leads 
to services being duplicated, treatment 
plans conflicting, and the prescribing 
of medication being contraindicated. 
Because of the flaws of the fee-for-
service model, reformers of the health-
care system have focused on creating 
integrated healthcare systems that can 
work together to manage the overall 
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care of a patient. ACA contains many 
provisions designed to reinforce this 
movement away from fee-for-service 
and to compensate ACOs based on 
quality and efficiency through financial 
incentives. Critical to the new focus 
is the ability now, through electronic 
health records, to create meaningful 
data to better determine the quality of 
care being provided.

	 Over the past decade, the majority 
of hospital and physician relationships 
(per-click leases, capitation, joint-ven-
tures, employment arrangements, and 
under arrangements) were designed 
primarily to transfer income; physicians 
needed new sources of income to keep 
up with the rising costs of their medi-
cal practices. Although many of these 
independent partnerships exist today 
(and are still being formed), most are 
not structured with a principal goal to 
provide quality healthcare at a low cost. 
Not many healthcare organizations have 
been able to successfully coordinate the 
care of patients and improve the quality 
and efficiency of the healthcare services 
provided to such patients.

	 Among the most commonly known 
collaborative healthcare organizations 
are Kaiser Permanente, the Mayo Clin-
ic, the Cleveland Clinic and Geisinger 
Health Systems (collectively we will 
call these entities the “Integrated Sys-
tems”). A major stated goal of each of 
the Integrated Systems is to allow their 
healthcare providers to work together 
to improve the quality of care that they 
provide to their patients through em-
ploying physicians, understanding that 
a team approach is the cornerstone to 
providing efficient quality care, creating 
teams of specialists that collaborate 
in treating patients, implementing 
evidence based medicine treatments, 
and using a comprehensive health 
information system that integrates an 
electronic health record with the tools 
to support physicians in delivering 
evidence-based medicine.11 Collabora-
tion and integration between healthcare 
providers has allowed the Integrated 
Systems to share patient information 
and care, including the adoption of 
evidence based medicine, standards 
of care performed through the use 
of clinical protocols.12 While there 

have been many efforts to promote 
integrated healthcare systems, the 
outcomes achieved by the Integrated 
Systems has proved difficult to imitate 
when hospitals and physicians operate 
independently and try to achieve such 
integration through capitation, joint 
ventures, or similar arrangements.

	 From the success of the Integrated 
Systems and the failures of those who 
have tried to imitate them without fully 
integrating, the ACO emerged as a goal 
of healthcare reform. The ACO concept 
began with the observance of the Inte-
grated Systems and networks similar to 
them where physicians and hospitals 
would function as a quasi-network and 
the patients treated within the particular 
network would stay within it for most 
of their care. With the acknowledge-
ment that physicians affiliated with, but 
not necessary employed by, hospitals 
could work collaboratively in an orga-
nized system, President Obama began 
questioning “why places like the Mayo 
Clinic in Minnesota, the Cleveland Clinic 
in Ohio, and other institutions can offer 
the highest quality care at costs well 
below the national norm.”13 He further 
suggested that “we need to learn from 
their successes and replicate those best 
practices across our country.”14

	 In June 2009, the Medicare Payment 
Advisory Commission (“MedPAC”), 

Congress’ Medicare-policy advisory 
arm, identified ACOs as a potential tool 
for restructuring traditional Medicare 
coverage to promote care coordination, 
increase quality and lower cost growth. 
15Under MedPAC’s recommendations, 
ACOs would be comprised of a group 
of physicians (possibly including a 
hospital or academic medical center) 
that would assume the risk of the costs 
of healthcare provided to Medicare 
patients and would be compensated 
through an arrangement that combines 
traditional fee-for-service payments 
with financial incentives to reduce 
costs, improve quality, and achieve 
greater information transparency. 
16MedPAC indicated that the success 
of this model would depend on the 
adoption of clear quality standards 
combined with a payment methodology 
that rewards quality while reducing cur-
rent financial incentives for uncontrolled 
practice and volume expansion.

	 However, changing the way provid-
ers practice is a daunting task when 
the underlying structures do not sup-
port such change and the cultural 
differences between physicians and 
between physicians and hospitals 
are vast. Collaboration under an ACO 
model not only requires that hospitals 
and physicians integrate contractually 
with a shared sense of purpose, but it 
also must include a seismic change 
in culture, which presents a massive 

continued, next page
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challenge and, in any event, seldom oc-
curs quickly. Because the ACO concept 
is new, its shape and substance will 
evolve over time as third party payors, 
hospitals, and physicians learn which 
model works best. However, it is clear 
that the success of any ACO will require 
cultural compatibility between the phy-
sicians and the hospitals and shared 
responsibility for clinical outcomes, 
financial incentives, and commitment to 
patient care. The integration between 
the physicians and hospitals will also 
need to focus on maximizing outcomes 
and financial performance associated 
with shared reimbursement.

	 Further, with the emergence of the 
ACO and the focus on how to achieve 
the best quality outcomes as efficiently 
as possible, the variations in the struc-
ture of an ACO have broadened to 
include large multi-specialty groups, 
independent physician associations, 
and physician hospital organizations 
(“PHOs”). Regardless of the size or 
structure of an ACO, ACA provides that 
an ACO must, among other things: 

	 (a)	 have a formal legal structure, 
which includes the ability to re-
ceive and distribute payments 
among its members to promote 
shared savings; 

	 (b)	 be able to care for a minimum of 
5000 Medicare beneficiaries; 

	 (c)	 enter into a three year contract 
with Medicare; 

	 (d)	 have meaningful primary care 
participation; and

	 (e)	 practice evidence based medi-
cine (i.e. clinical protocols); and 
have and utilize clinical and ad-
ministrative systems that allow 
for reporting on quality and cost 
measures.17

	 CMS will issue regulations (the 
“Regulations”) that will provide more 
detailed information regarding the 
requirements to obtain Medicare certi-
fied ACO status. It is currently expected 
that proposed Regulations will be pub-
lished on or about mid-January 2011.

	 Starting in 2013, CMS will begin to 
withhold 1% of each Medicare MS-

DRG payment to fund an incentive pool. 
CMS will set quality standards, measur-
ing such things as amount of patient 
readmissions. Top hospital performers 
relative to their peers may receive more 
than the hold back, while lower perform-
ers may receive less. The withhold will 
increase to 2% in 2018. Similarly, pri-
vate payors are following suit with their 
own “pay-for-performance” models. For 
hospitals to be able to achieve financial 
success in this atmosphere, they need 
to find a way to work collaboratively 
with their medical staff, especially those 
who treat patients in the hospital, and 
will have to tighten controls on the post-
acute care facilities where patients are 
often housed after surgery. It is thought 
that such actions will result in the best 
performing hospitals who will be the 
“winners” in the battle for the withheld 
funds.

	 As an ACO, hospitals and their phy-
sicians will not just have to perform bet-
ter, they will have to be transformed and 
develop a degree of coordination that is 
currently lacking in healthcare in many 
parts of the country, including Florida. 
Physicians generally operate with a 
high degree of professional autonomy, 
shying away from being controlled by 
hospitals or managed care companies, 
and many will resist partnering with 
hospitals and accepting responsibility 
for the care of all patients within a local 
delivery system. For most hospitals and 
health systems, payment incentives 
will have to be synchronized with the 
changes in the clinical side of the ACO. 
Much of the desired savings will be 
achieved by finding ways to keep pa-
tients out of the hospital and emergency 
rooms, and by being proactive to try 
to keep patients healthy. Primary care 
physicians, of which there is currently 
a severe shortage, will need to be the 
anchor of any ACO and reduce demand 
for specialists and in-patient services. 
Patient centered medical homes, where 
the focus is on proactive treatment of 
those with chronic diseases like dia-
betes by primary care physicians and 
affiliated professionals such as nurses 
and professional assistants, are being 
touted by CMS and others as a method 
of producing better care while control-
ling or reducing costs.18

	 In some specialties, physicians 
benefit directly from the volume of 
services that they perform and the 
financial incentives offered under ACA 

may not fully offset the return that these 
physicians earn from such services. 
The incentive to constrain utilization 
and reduce the volume of services will 
also hinge on whether physicians face 
similar incentives from private payors. 
Further, in order for providers to re-
ceive the financial incentives, patient 
outcomes will have to improve, which 
will require patients to take an active 
interest in their own care. This can be 
a challenge when ACA does not require 
that a patient receive all of his or her 
care through a particular ACO. Even if 
all of this can be achieved in a relatively 
short amount of time, the creation of the 
technological infrastructure, administra-
tive time, and managerial manpower 
needed to create and operate an ACO 
will require significant capital. There-
fore, creating a successful ACO from 
scratch will certainly take time, and 
probably cannot be achieved by the 
end of 2011.

	 In addition to these substantial 
hurdles, ACOs will have to comply 
with the federal anti-kickback laws and 
federal anti-trust laws. Payments within 
the ACOs could easily be considered a 
kickback if tied to the volume or value 
of referrals and powerful ACOs could 
raise competition issues. ACOs will 
have to avoid situations where The 
Centers for Medicare and Medicaid 
Services (“CMS”) might reward an 
ACO’s performance but the Federal 
Trade Commission (“FTC”) hits the 
same ACO with an antitrust complaint. 
At an FTC workshop held in Baltimore 
on October 5, 2010 (the “Workshop”), 
FTC Chairman Jon Leibowitz an-
nounced that the FTC will develop 
antitrust safe harbors for ACOs, and an 
expedited review process for ACOs that 
do not qualify for those safe harbors.19

	 In their joint Statements of Antitrust 
Enforcement Policy in Health Care 
(August 1996) (“Joint Statements”), 
the FTC and the Department of Justice 
set forth the concept that a physician 
network, even if it is not a single Tax 
ID/Medicare number group, can share 
financial healthcare information and 
jointly bargain with third party payors if 
the network is “clinically integrated.” At 
Section 8 of the Joint Statements it is 
stated that clinical integration requires 
the implementation of:

... an active and ongoing program 
to evaluate and modify practice 
patterns by the network’s physician 

continued, next page
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participants and create a high 
degree of interdependence and 
cooperation among the physicians 
to control costs and ensure quality. 
This program may include: (1) 
establishing mechanisms to monitor 
and control utilization of health 
care services that are designed to 
control costs and assure quality 
of care; (2) selectively choosing 
network physicians who are likely to 
further these efficiency objectives; 
and (3) the significant investment of 
capital, both monetary and human, 
in the necessary infrastructure and 
capability to realize the claimed 
efficiencies.20

	 It is likely that the best indication as 
to what will be contained in the Regula-
tions and the new antitrust safe harbors 
is contained in three Advisory Opinions 
issued by the FTC during the past eight 
years, each effectively concluding that, 
under the facts presented to it, the 
network met the definition of “clinical 
integration.” In fact, clinical integration 
is the key ingredient to a successful 
ACO, so much can be learned by read-
ing these Advisory Opinions.

	 The most recent and cogent of the 
Advisory Opinions, TriState Health 
Partners, Inc. (“TriState”), issued in 
April 2009, involved a physician-hospi-
tal organization based in Hagerstown, 
Maryland.21 TriState was in effect a 
PHO, a joint venture between a physi-
cian network (with a large group of pri-
mary care physicians) and a hospital. In 
a 38 page opinion, the FTC concluded 
that TriState, “while still in the early 
stages of development in some re-
spects, appeared to have the potential 
to create substantial integration among 
its participants, with the potential to pro-
duce significant efficiencies, including 
both improved quality and more cost-
effective care (italics added).”

	 While the discussion of the antitrust 
regulations in this Advisory Opinion 
is insightful, in this article our focus 
is on the manner in which TriState is 
structured and how it operates, as we 
believe it may be, in some respects, a 
guideline as to what will appear in the 
Regulations. TriState stated that its three 
major objectives were to: facilitate and 

assure collaboration among its physi-
cian members, in order to improve the 
health of its patients and the delivery 
of services “resulting in the right care 
being rendered in the right setting at 
the right time;” induce all with a stake in 
TriState, including physicians, hospitals, 
case managers, administrators, payors 
and patients, to engage in a “cohesive 
and comprehensive program of care 
management” that would result in better 
quality of care for patients while lower-
ing costs for payors; and allow TriState 
to offer a set of integrated services not 
available otherwise in the marketplace.22 

	 The TriState program included the 
following components, which were 
viewed favorably by the FTC and are 
highly likely to be material in creating 
a Medicare-certified ACO:

	 •	 Implementing a sophisticated 
health information technology sys-
tem that all of the ACO physicians 
are required to use;

	 •	 Developing clinical practice guide-
lines and protocols and monitoring 
physicians to make certain they 
abide by them;

	 •	 Monitoring overutilization and 
underutilization of services by 
physicians;

	 •	 Developing, implementing, and 
overseeing policies and proce-
dures related to utilization man-
agement, case management and 
disease management;

	 •	 Monitoring the achievement of 
physician performance targets, 
using peer, regional and national 
benchmarks, and making recom-
mendations for both individual and 
group performance improvements, 
including report cards, peer coun-
seling, and expulsion; and

	 •	 Requiring a financial commitment 
from each physician.

	 Each TriState physician was also 
required to enter into a provider agree-
ment, which requires each physician to:

	 •	 Participate in all TriState contracts 
(no opting out);

	 •	 Provide TriState with patient and 
treatment information deemed 
necessary to implement the 
TriState programs;

	 •	 Refer patients to other TriState 
physicians when medically ap-

propriate (note that the allows 
patients the ability to choose their 
physicians, whether or not they 
are part of the ACO);

	 •	 Comply with all of TriState’s poli-
cies, procedures, rules and regula-
tions;

	 •	 Be trained in, and use, TriState’s 
health information network;

	 •	 Assist TriState in completing qual-
ity, safety, and cost assessments; 
and

	 •	 Serve on TriState’s clinical integra-
tion oversight committees.

	 It is likely that virtually all of the 
above will be required under the Regu-
lations for a Medicare-certified ACO.

	 It would be an understatement to 
say that there is serious ambiguity and 
confusion concerning the creation of an 
ACO, as many of the specific details 
are currently left to the discretion of 
HHS. Hopefully, the Regulations, when 
final, will provide clarity. Meanwhile, 
providers are gearing up to form ACO 
collaboratives and raising capital to 
purchase the technology necessary to 
achieve reliable, high quality patient 
care, achieve greater coordination and 
collaboration in the administrative pro-
cesses, and create clinical protocols.

	 At the Workshop, CMS Administrator 
Donald Berwick stated that the “triple 
aim” of integrated care is improving 
individual patient care, improving the 
health of communities, and lowering 
the cost of healthcare services without 
any diminution in quality.23 The authors 
believe that, no matter what happens 
politically to ACA – even if it were to 
ultimately be repealed – the aims enun-
ciated by Mr. Berwick are here to stay. 
Having a significant role and impact in 
an ACO in the future starts with laying 
the foundation today.

* Mike Segal, Esq., is a partner with the 
law firm of Broad and Cassel located at 
One Biscayne Tower, 21st Floor, 2 South 
Biscayne Boulevard, Miami, Florida, 
33131. Mr. Segal may be reached at 
305-373-9400 or msegal@broadan-
dcassel.com.

* Heather Siegel Miller is a senior 
counsel with the law firm of Broad and 
Cassel located at One Biscayne Tower, 
21st Floor, 2 South Biscayne Boulevard, 
Miami, Florida, 33131. Ms. Siegel Miller 
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Law Firm Compliance with HIPAA’s Ugly 
Stepsister: The HITECH Act
by Radha V. Bachman, Esq., Tampa, Florida* and Patricia S. Calhoun, Esq., Tampa, Florida*

	 Key provisions of the Health Infor-
mation Technology for Economic and 
Clinical Health Act (HITECH) expand 
the scope and applicability of the Health 
Insurance Portability and Accountability 
Act of 1996 (HIPAA) to include the ac-
tivities of business associates of HIPAA 
covered entities.

42 USC 17931 Section 13401 – “HI-
TECH”

	 (a)	“Application of Security Provisions, 
- Sections 164.308, 164.310, 
164.312, and 164.316 of title 45, 
CFR, shall apply to a business as-
sociate of a covered entity in the 
same manner that such sections 
apply to the covered entity…”

	 (b)	“Application of Civil and Criminal 
Penalties, - In the case of a busi-
ness associate that violates any 
security provision specified in 
subsection (a), sections 1176 and 
1177 of the Social Security Act 
(42 USC 1320d-5, 1320d-6) shall 
apply to the business associate 
with respect to such a violation in 
the same manner such sections 
apply to a covered entity that 
violates such security provision.”

	 HITECH signed into law on Febru-
ary 19, 2009, extended the Security 
Rule and some portions of the Privacy 
Rule provisions to business associ-
ates.1 Pre-HITECH, management and 
disclosures of protected health infor-
mation (PHI) by a business associate 
(BA) were governed by an agreement 
with the covered entity. Therefore, BAs 
that failed to comply with the terms of 
their business associate agreements 
could be subject to contractual liability 
under a breach of contract theory. Post-
HITECH, BAs that fail to comply with 
the pertinent provisions of HITECH and 
their business associate agreements 
continue to be liable to covered entities 
by way of their contracts but are now 
also subject to federal enforcement 
and penalties. Therefore, BAs now 
have liability exposure for breaches 
and failures to protect PHI from both 

the covered entity client and the fed-
eral and state governments. Many 
law firms receive, transmit and store 
PHI from their covered entity clients in 
the course of representation. Specific 
practice areas that may be affected 
are workers compensation, health care 
compliance, medical malpractice, insur-
ance defense, labor/employment and 
products liability.  

	 This article focuses on the unique 
issues facing law firm - business associ-
ates that receive protected health infor-
mation from their covered entity clients 
and the methods for achieving compli-
ance under HITECH’s new mandates.

What Is Protected By the Security 
Rule?

	 Under HITECH, the BA has to imple-
ment certain administrative, technical 
and physical safeguards to protect 
electronic health information from un-
authorized access, alteration, deletion 
and transmission. “Electronic health 
information” is defined as individually 
identifiable health information transmit-
ted by electronic media or maintained 
in electronic media.2 Therefore, accord-
ing to the plain language of HITECH, it 
seems as if protection of paper records 
containing PHI would not be subject to 
the new HITECH requirements for BAs. 
Such a reading would be short-sighted 
in light of OCR’s interest in increasing, 
not limiting, the level of regulation in this 
area. A breach of paper records may 
subject a BA to liability under HITECH 
based on the following all encompass-
ing paragraph:

Application of Contract Require-
ments. - In the case of a business 
associate … that obtains or cre-
ates protected health information 
pursuant to a written contract 
… the business associate may 
use and disclose such protected 
health information only if such use 
or disclosure, respectively, is in 
compliance with each applicable 
requirement of section 164.504(e) 
of such title.3

	 Commentators believed, and Depart-
ment of Health and Human Services, 
Office of Civil Rights (OCR) recently 
confirmed, that this provision applies 
civil and criminal penalties to BAs when 
BAs disclose PHI (in any form) in a way 
that breaches their business associate 
agreements.4 This same section also 
applies several new Privacy Rule provi-
sions enacted under HITECH to BAs.

What Is Required By the Security 
Rule?

	 The first step to achieving compli-
ance with the Security Rule is the 
appointment of a Security Officer.5 
The Security Officer can be the same 
individual acting as the Privacy Officer, 
as required by the Privacy Rule, but the 
Security Officer will also be responsible 
for developing and implementing the 
policies and procedures more fully 
discussed below. Smaller firms may 
decide to appoint a single Security Of-
ficer to perform the functions necessary 
to implement, monitor and supervise 
compliance with HIPAA and HITECH. 
However, some larger organizations 
may find it useful to create a “team” of 
individuals who will work side-by-side 
with the Security Officer to ensure 
compliance.

	 The second, and arguably the most 
important, step is the completion of 
a risk assessment.6 The risk assess-
ment forces BAs to assess their size, 
complexity, capabilities, technical 
infrastructure, hardware, software 
security capabilities, costs of the secu-
rity measures and the probability and 
criticality of potential risks to electronic 
protected health information (“ePHI”) 
for purposes of identifying those secu-
rity measures that can be reasonably 
and appropriately implemented. Some 
questions a firm may ask itself while 
conducting a risk assessment are: 
(1) Does the firm have complete and 
current formal instructions for report-
ing security breaches including docu-
mentation of reporting procedures and 
response procedures entity-wide? Do 
they include formal written mechanisms 

continued, next page



Page 10  •  Volume XVI, No. 1  •  Fall 2010

the hitech act
from previous page

continued, next page

to document security incidents?, (2) Are 
written formal procedures that establish 
and maintain personnel security in 
place and current? And, (3) Does the 
firm maintain a record of the transport 
and movement of hardware, software, 
and electronic media? Risk manage-
ment requires the BA to implement 
security measures that are appropriate 
and reasonable based on the risk as-
sessment. An important issue for law 
firms and attorneys is the widespread 
use of Blackberry or similar hardware 
in which attorneys and staff are able 
to receive work-related e-mail corre-
spondence to handheld devices. Often 
times, depending on the nature of the 
legal work being performed, this corre-
spondence may contain PHI. The mere 
fact that it is being transported and 
stored in an electronic medium makes 
it subject to HITECH and the Security 
Rule. Research in Motion, the creator 
of the Blackberry, has issued guidance 
stating that its handheld technology 
is not inherently “HIPAA-compliant.” 
Rather, users must take affirmative 
steps to protect information contained 
on these devices through password 
protection, remote data wiping and 
encryption. Many commentators have 
suggested that transmitting PHI from 
a Blackberry is not protected because 
of the technology’s use of various out-
bound servers. Law firms will want to 
review policies related to employee use 
of Blackberries or similar hardware and 
consider requiring all users to password 
protect their devices.

	 It is important to note that the Secu-
rity Rule recognizes that all measures 
are not appropriate or reasonable for 
all entities and therefore categorizes 
certain measures as “Required” or 
“Addressable.” The “required” imple-
mentation specifications must be imple-
mented. The “addressable” designation 
permits covered entities to determine 
whether the addressable implementa-
tion specification is reasonable and 
appropriate for that covered entity. If 
it is not, the Security Rule allows the 
covered entity to adopt an alternative 
measure that achieves the purpose of 
the standard, if the alternative mea-
sure is reasonable and appropriate.7 
An organization should thoroughly 

review these standards in connection 
with its risk assessment and document 
its analysis related to each particular 
specification.

	 Once the risk assessment is com-
plete, the next required step to achiev-
ing compliance with the Security Rule is 
creating and then maintaining a robust 
set of policies and procedures related 
to PHI.8 These policies and procedures 
should be all-inclusive and include 
information regarding: handling of 
employees who fail to comply with the 
BAs policies and procedures; specific 
instructions on password protecting 
electronic media; disaster recovery 
and emergency mode operation and 
backup planning; workstation security; 
user identification protocols; review 
of electronic media usage and device 
disposal and reuse. Law firms that 
consistently receive and process PHI 
may already have a set of policies and 
procedures in place. However, in light 
of HITECH’s new enforcement scheme, 
even firms that only have occasional 
contact with PHI must consider the 
benefits of adopting and implementing 
similar policies.

	 History tells us that employee lack 
of knowledge and misinterpretations of 
the pertinent regulations are the biggest 
contributors to unauthorized access 
and disclosures of PHI. Therefore, it is 
not surprising that training is another 
required measure. Training sessions 
on the new requirements should be 
provided to all employees who have 
access to PHI on a regular basis and 
new hires should receive training at 
commencement of employment. All 
training provided by a firm should be 
documented by the Security Officer 
in a central place that can be easily 
accessed in the event of an OCR in-
vestigation.

Breach Notification

	 This article will not delve into the 
specifics regarding the new breach 
notification rules set forth in HITECH.9 
However, it is important to note that the 
OCR has promulgated rules which cre-
ate a safe harbor for encrypted informa-
tion. The rules state that encryption and 
destruction are the only two methods 
for rendering PHI un-unuseable, un-
readable, or indecipherable –providing 
for “safe harbors” under the notification 
requirements.10 Therefore, while the 
encryption of information systems, 

and other expensive devices such as 
cross-cut shredders, are not required 
technical safeguard specifications, 
law firms will want to weigh the cost of 
incorporating these technologies into 
their businesses as a form of long-
term insurance against the costs and 
liability that they may face in the event 
of a large-scale breach. Likewise, 
law firms will want to carefully review 
any post-HITECH business associate 
agreements presented to them by their 
covered entity clients to ensure that 
encryption is not a safeguard required 
pursuant to those agreements. OCR 
has been presented with a number 
of obstacles as they try to fit the new 
HITECH requirements into the cur-
rent HIPAA regulatory framework. A 
prime example of this is OCR’s late 
July withdrawal of its own final rule 
proposal from Office of Management 
Budget review.11 Commentators have 
suggested that the withdrawal is either 
due to reported breaches clogging 
the system or the ongoing argument 
regarding the “risk of harm” standard. 
Either way, OCR has commented that 
a new and improved final rule should 
be issued in the coming months.

Accounting of Disclosures

	 HITECH also expanded the scope 
of a covered entity (and now) BA’s re-
sponsibility to account for disclosures of 
PHI. Pre-HITECH, disclosures made in 
the course of treatment, payment and 
health care operations were not re-
quired to be tracked.  HITECH changed 
that, now permitting patients to request 
these types of disclosures through an 
EHR and requiring covered entities 
and, in some cases, BAs to provide 
the requested information.12 The new 
provision allows covered entities to 
include disclosures made by BAs in 
the accounting report they develop for 
the requesting patient, or they can pass 
the ball and provide patients with a list 
(including contact information) for BAs 
involved in disclosing PHI and direct 
patients to request the accounting 
directly from the BA.  Many commen-
tators have called the new accounting 
requirements a logistical nightmare and 
have urged Congress to reconsider 
its position. With the expanding use 
of EHR systems by covered entities, 
accounting for disclosures made using 
these systems may not prove to be as 
practically difficult for those organiza-
tions. The burden, therefore, lies on the 
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BAs who may not possess adequate 
technology to track disclosures.

	 Law firms should be prepared to 
begin receiving and responding to such 
requests when the future accounting 
requirements become reality. An impor-
tant step is the creation of a database 
to ensure all uses and disclosures are 
tracked.  In the May 3, 2010, Federal 
Register posting, OCR requested as-
sistance in crafting a proposed rule on 
the accounting of disclosures require-
ment.13 The deadline for comments was 
May 18, 2010. We anticipate that OCR 
will issue a proposed rule with respect 
to accountings soon.

HIPAA Enforcement

	 HITECH includes a number of 
changes to HIPAA’s enforcement 
provisions. Namely, Sections 13401 
and 13404 provide that BAs can be 
held directly liable by state and federal 
authorities for failure to comply with 
the applicable standards. HITECH 
also contains a clarification to a previ-
ously debated issue: individual liability 
under HIPAA. Section 13409 provides 
that HIPAA’s criminal penalties can be 
enforced against individuals, includ-
ing, but not limited to, employees of 
a covered entity. Based on language 
contained in the Proposed Rule, as 
discussed in detail below, the same 
may apply to employees of BAs.

	 The HITECH enforcement scheme 
also gives HIPAA enforcement power to 
state attorneys general providing that 
a state’s chief legal officer may pursue 
civil HIPAA violations in cases where 
criminal penalties could attach but the 
federal government has decided not to 
pursue the case. Finally, the Proposed 
Rule emphasizes that in addition to 
having direct liability for civil monetary 
penalties for impermissible uses and 
disclosures of PHI, BAs are still con-
tractually liable to covered entities 
pursuant to their BA contracts.

OCR Notice of Proposed Rulemak-
ing

	 After much anticipation, OCR, on 
July 14, 2010, published a Notice of 
Proposed Rulemaking (Proposed Rule) 

that proposes significant revisions to 
the HIPAA Privacy, Security and En-
forcement rules in light of HITECH.

	 The Proposed Rule would expand 
the definition of “business associate” 
to apply to entities that create or re-
ceive PHI for the covered entity. The 
OCR specifically identifies document 
management companies as possible 
BAs. In its most significant modifica-
tion, the Proposed Rule provides 
that subcontractors of a BA are also 
defined as “business associates”. The 
Proposed Rule applies to any agent or 
other person who acts on behalf of a 
BA in handling PHI, even if no contract 
between the parties exists. In light of 
the potential liability for BAs, executing 
a BA agreement with subcontractors 
may be recommended since the BAs 
would have the responsibility to ensure 
that their subcontractors are protecting 
the security of ePHI. Following that 
logic, subcontractors may in turn be 
required to obtain BA agreements with 
the parties with which they contract for 
services that provide access to PHI. 
OCR clarifies its position that direct li-
ability attaches, regardless of whether 
the BA and its subcontractor have 
entered into a BA agreement.

	 The Proposed Rule also revises 
the definition of “workforce member” 
clarifying that employees, volunteers, 
trainees, and other persons whose 
conduct in the performance of work 
for a BA is under the direct control of 

the BA, may be held liable for a HIPAA 
violation. This provision significantly 
impacts the attorneys, paralegals, and 
administrative personnel working in 
law firms that are BAs of covered entity 
clients.

	 The Proposed Rule revises the BA 
contract provisions to require that: (1) 
BAs comply, where applicable, with the 
Security Rule with regard to electronic 
PHI; (2) BAs report breaches of unse-
cured PHI to covered entities; and (3) 
BAs ensure that any subcontractors 
that create or receive PHI on behalf of 
the BA agree to the same restrictions 
and conditions that apply to the BA with 
respect to such information. Similar 
to the requirements now in place for 
covered entities, in the event that a BA 
becomes aware of noncompliance by 
its subcontractor, it must take reason-
able steps to cure the breach and, if 
such steps are unsuccessful, terminate 
the contract, if feasible.

	 With respect to the timeline for com-
pliance, the Proposed Rule includes a 
provision to grandfather certain existing 
BA contracts for a specified period of 
time. The Proposed Rule adds transi-
tion provisions to allow covered entities 
and BAs (including subcontractors) to 
continue to operate under certain exist-
ing contracts for up to one year beyond 
the compliance date of an OCR-issued 
final rule on the matter. OCR proposes 
to deem such contracts to be compliant 
with the modifications in the final rule 
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until either the covered entities or BA 
has renewed or modified the contract 
following the compliance date of the 
modifications, or until the date that is 
one year after the compliance date, 
whichever is sooner.

	 OCR is soliciting comments on the 
Proposed Rule, which may be submit-
ted on or before September 13, 2010.

Bar Association Action

	 At the time HIPAA was initially en-
acted, members of the American Health 
Lawyers Association’s (AHLA) Health 
Information Technology section penned 
a letter to the then acting Director of 
the OCR, Richard Campanelli. The 
letter requested clarification regard-
ing a number of HIPAA-applicability 
issues specific to attorneys and law 
firm. Specific inquiries were made 
regarding a lawyer-BAs responsibility 
to: (1) track disclosures, (2) enter into 
agency agreements with experts, court 
reporters and other litigation support 
personnel and, (3) comply with the 
minimum necessary of a covered en-
tity client.  The OCR appeared to give 
some credence to the letter and the 
questions contained therein as it ulti-
mately responded to the letter through 
the frequently asked questions section 
of its website. An important issue for 
BA-law firms is the responsibility to 
report covered entity-clients that the 
BA knows has committed a violation 
in light of the HITECH termination rule 
and the related ethical issues involved 
in doing so.14 As of the date of this ar-
ticle, we have not received information 
regarding similar action by the AHLA 
with respect to HITECH, lawyers and 
law firms.

	 Similarly, the American Bar Associa-

the hitech act
from previous page

tion has successfully challenged the 
federal government’s characterization 
of lawyer as “creditors” for purposes 
of both the Fair and Accurate Credit 
Transactions Act and Gramm-Leach-
Bliley. Lawyers have a knack for 
questioning the applicability of federal 
regulations to their profession and it 
remains to be seen whether issuance 
of a BA final rule by the OCR may 
finally provoke attorneys and related 
professionals to challenge the practi-
cal application of HITECH to the legal 
profession.

Conclusion

	 The passage of HITECH has and 
will continue to create many challenges 
for not only HIPAA covered entities and 
their business associates, but also third 
party contracting entities that may re-
ceive PHI from one of the above. The 
biggest challenge to date, however, 
has been the integration of HITECH 
specifics into HIPAA current law. As the 
regulator for all HIPAA related issues 
post-HITECH, OCR has imposed on it-
self a great burden to incorporate these 
regulations into a feasible framework 
that protects both patient privacy with-
out creating an unreasonable burden 
on covered entities and BAs.15 Despite 
the perceived delay in adopting the 
necessary components for effective ad-
ministration of HITECH, law firms that 
serve health care providers and other 
covered entity clients should be in the 
process of incorporating the require-
ments set forth in the Security Rule and 
evaluating the relevance and necessity 
of pursuing other available options for 
protecting PHI held by the organization. 
Further, law firms should thoroughly 
evaluate whether the services being 
provided to covered entity clients even 
rises to the level of business associate 
services subject to HIPAA and HITECH. 
The federal government’s path to 
achieving 100% data security is becom-
ing increasingly rigid and the push for 

enforcement mounting exponentially. If 
your firm has put off taking the neces-
sary (and often expensive) measures to 
ensure HITECH compliance, the clock 
is ticking - and you may be running out 
of time.

* Radha V. Bachman, Esq, is an as-
sociate with the law firm of Buchanan 
Ingersoll & Rooney, P.C., located at 
the Sun Trust Financial Centre, 401 
E. Jackson Street, Suite 2500, Tampa, 
Florida, 33602-5236 and may be 
reached at 813-222-8806 or radha.
bachman@bipc.com.

* Patricia S. Calhoun, Esq., is an as-
sociate with the law firm of Buchanan 
Ingersoll & Rooney, P.C., located at 
the Sun Trust Financial Centre, 401 
E. Jackson Street, Suite 2500, Tampa, 
Florida, 33602-5236 and may be 
reached at 813-222-8859 or patricia.
calhoun@bipc.com.
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Medical Staff Credentialing: Responsibility 
and Liability of Hospital Boards 
by Nicholas W. Romanello, Esq., West Palm Beach, Florida*

	 The hospital’s newest board mem-
ber enters the board room while the 
CEO nervously chats up other board 
members. The new board member 
is well known to her colleagues. A 
community leader with long ties to the 
hospital, she has donated a significant 
amount of time and resources towards 
the development of the hospital. 
Like most of the other hospital board 
members, Ms. Newmember does not 
have a medical background. After the 
meeting is opened and pleasantries ex-
changed, the CEO announces that the 
first order of business is to “credential” 
six new members to the medical staff 
and “re-credential” nine members to 
the medical staff. It is at this point that 
Ms. Newmember realizes she isn’t in 
Kansas anymore.

	 Credentialing is the generic term 
used to generally describe the process 
by which a hospital determines the eligi-
bility of a physician or other allied health 
professional to join its medical staff as 
well as the scope of such services a 
provider may render in light of the ap-
plicants medical education, training and 
experience.

	 Most contemporary hospitals have a 
well developed process which typically 
works as follows:

	 • The hospital board and the medi-
cal staff design and implement medi-
cal staff bylaws which establish the 
policies, rules and procedures used in 
determining one’s eligibility for medical 
staff privileges.

	 • Physicians and other allied health 
professional apply or are invited to 
apply for medical staff privileges thus 
triggering the policies, rules and pro-
cedures for credentialing as set forth 
in the medical staff bylaws.

	 • Upon receipt of an application for 
medical staff privileges is received by 
the hospital credentialing verification 
or due diligence process is initiated by 
hospital management.

	 • Upon completion of the staff driven 
due diligence process, the medical staff 

(most commonly the medical executive 
committee) completes a review of the 
application and makes a recommenda-
tion to the hospital’s governing board.

	 • Finally, the hospital board approves 
of the appointment of the applicant to 
the medical staff with a specific delinea-
tion of privileges.1

	 It is this last step – the appointment 
of an applicant to the medical staff 
along with a delineation of privileges 
which causes board members so much 
consternation. Board members who are 
most likely paid little, if anything, for 
their dedicated service to the hospital. 
Board members, like Ms. Newmember, 
who while community business, social 
and political leaders may have very little 
experience in healthcare administra-
tion. Board members who have been 
orientated, trained and maybe a little 
intimidated by issues such as corporate 
compliance, fiduciary duties and liability 
and want nothing more than to do what 
is right for their hospital. These ultimate 
decision makers who rely heavily upon 
staff for guidance on credentialing is-
sues are frequently asking about their 
own responsibility and potential liability 
when it comes to credentialing. This 
note briefly outlines the roles and re-
sponsibilities hospital board members 
have in credentialing physicians and 
allied health professionals.

Hospital Governance

	 Section 395.0191(5), Florida Stat-
utes (2010), directs that the “governing 
board of each licensed facility shall 
set standards and procedures to be 
applied by the licensed facility and its 
medical staff in considering and acting 
upon applications for staff member-
ship or clinical privileges…” In order to 
comply with the statutory mandate, the 
governing board bylaws customarily 
include a provision which specifies the 
board’s authority to appoint, re-appoint, 
credential and discipline the medical 
staff of the hospital.

	 The hospital board has an indis-
pensible partner in the credentialing 

process – the hospital’s medical staff. 
Traditionally, hospital medical staffs are 
organized into a formal structure that 
appoint or elect members to a Medical 
Executive Committee (MEC). While 
each hospital’s governance structure 
will differ, the purpose and responsibility 
of the MEC is to govern the professional 
activities of its members and serve as 
the primary means for accountability to 
the governing board concerning such 
professional activity through, in part, 
the delineation of clinical privilege. 
Medical staff bylaws usually provide 
for the basic qualifications and condi-
tions of staff membership, procedures 
for appointment and reappointment, 
and modification in staff category and 
clinical privileges.

	 While practices vary from facility to 
facility, the process by which an appli-
cant is “credentialed” typically entails 
a verification of the applicant’s medi-
cal education, training and experience 
followed by a recommendation by the 
MEC to appoint or reappoint the ap-
plicant. The governing board then acts 
upon the MEC’s recommendations 
by either approving or rejecting the 
appointment or reappointment of an 
applicant to the hospital’s medical staff.

The Joint Commission

	 Founded in 1951, the Joint Com-
mission (“TJC”) seeks to continuously 
improve health care for the public, in 
collaboration with other stakeholders, 
by evaluating health care organizations 
and inspiring them to excel in providing 
safe and effective care of the highest 
quality and value.2 Today TJC accred-
its approximately 18,000 healthcare 
organizations and programs in the 
United States. TJC has accredited 
hospitals for more than 50 years and 
today it accredits approximately 4,250 
general, children’s, long term acute, 
psychiatric, rehabilitation and surgical 
specialty hospitals, and 358 critical 
access hospitals, through a separate 
accreditation program. Approximately 
88 percent of the nation’s hospitals are 
currently accredited by TJC.3
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	 Hospitals seek Joint Commission 
accreditation because, in large part, it 
provides deeming authority for Medi-
care certification. From 1965 through 
2008, federal law provided that a Joint 
Commission accredited hospital was 
deemed to meet virtually all Medicare 
Conditions of Participation where the 
accredited hospital authorizes the re-
lease of the most current accreditation 
survey to the Department of Health and 
Human Services. The enactment of the 
Medicare Improvements for Patients 
and Providers Act of 2008 required TJC 
to apply to the Centers for Medicare 
and Medicaid Services (CMS) for hos-
pital deeming authority. On November 
27, 2009, CMS approved the continu-
ing deeming authority for TJC through 
July 15, 2014.4 TJC accreditation is 
customarily valid for up to 3 years.

	 The current Joint Commission man-
ual contains at least 2 standards5 which 
impose credentialing responsibilities 
upon the GRASB.

	 First, Standard MS.06.01.01 requires 
“[t]he hospital [to] collect information 
regarding each practitioner’s current 
license status, training, experience, 
competence, and ability to perform the 
requested privilege.” TJC examines this 
standard through, in part, Elements of 
Performance6 - MS.06.01.03 (A) (3) 
which determines whether “[t]he cre-
dentialing process is approved by the 
governing body.”

	 Additionally, Standard MS.06.01.07 
states “[t]he organized medical staff 
reviews and analyzes all relevant in-
formation regarding each requesting 
practitioner’s current licensure status, 
training, experience, current compe-
tency, and the ability to perform the 
requested privilege. This standard is 

credentialing
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surveyed, in part, by the following two 
elements of performance:

 MS.06.01.07(A)(2) “The hospi-
tal, based on recommendations 
by the organized medical staff 
and approved by the governing 
board, develop criteria that will 
be considered in the decision 
to grant, limit or deny requested 
privileges.”

MS.06.01.07 (A) (8) “The govern-
ing body or delegated body com-
mittee has final authority for grant-
ing, renewing, or deny privileges. 
(See also MS.01.01.01, EP 17)”

	 In order to maintain accreditation by 
TJC and, by way of deeming authority, 
Medicare Conditions of Participation 
hospitals must maintain a robust cre-
dentialing process which culminates 
with the governing board making a final 
determination on staff appointments.

Florida Law

	 Responsibility

	 As set forth more fully above, Florida 
law requires the governing board of 
a hospital to set standards and pro-
cedures to be applied by the hospital 
and its medical staff in considering 
and acting upon applications for staff 
membership or clinical privileges.7 
Additionally, “[a] medical review com-
mittee of a hospital … shall screen, 
evaluate, and review the professional 
and medical competence of applicants 
to, and members of, medical staff.8 
Thus, attorneys representing hospital 
boards must appreciate that Florida law 
is clear that that Hospital Boards have 
final approval of medical staff member-
ship and privileges.9 In other words, Ms. 
Newmember and her colleagues enjoy 
the ultimate responsibility for appointing 
members of the hospital medical staff.

	 Liability

	 With Ms. Newmembers newfound 
responsibility for appointing members 
of the hospital’s medical staff comes 
the corresponding liability for such 
activities. As an attorney representing 
hospitals, it is imperative that you ad-
vise your board member clients about 
the potential liability associated with 
medical staff appointments. Hospital 
board liability for credentialing may 
come in one of the following two forms:

	 1. from applicants to and members 
of the Hospital’s medical staff, and

	 2. from Hospital patients.

Claims by Aggrieved Physicians

	 While outpatient facilities such as 
ambulatory surgical centers continue 
to proliferate across Florida, most 
surgeons continue to rely upon their 
relationship with hospitals as their pri-
mary means to maintain a livelihood. 
Likewise, hospital-based practitioners 
(radiologists, anesthesiologists, pa-
thologists and emergency department 
physicians) may rely exclusively upon 
their medical staff appointment to 
provide a location for the delivery of 
their services. With so much depend-
ing upon a medical staff appointment, 
physicians may resort to litigation to en-
sure an appointment or re-appointment. 
Healthcare trade publications and list-
serves do a fantastic job of chronicling 
credentialing these disputes (and suits) 
between physicians and hospitals.

	 Under Florida law, a physician does 
not enjoy a vested right to hospital staff 
privileges.10 Likewise, physicians do 
not enjoy an organic right to medical 
staff membership in a public hospital.11 
However, Florida has adopted the 
majority view that medical staff bylaws 
constitute a binding and enforceable 
contract between a hospital and mem-
bers of the medical staff.12 As such, ap-
plicants to and members of the medical 
staff do enjoy potential claims against 
a hospital for failure to grant or renew 
medical staff privileges. These claims 
usually sound in breach of contract and 
fraud and seek to enjoin the hospital 
from refusing to appoint or reappoint a 
practitioner.13

	 Despite the risks associated with 
this exposure, Florida law provides for 
immunity to any member of a hospital’s 
governing board for any action arising 
out or related to the execution of their 
medical staff responsibilities – absent 
intentional fraud.14 Likewise, while 
outside the scope of this opinion, the 
Health Care Quality Improvement 
Act (HCQIA)15 provides similar immu-
nity from monetary damages against a 
professional review body. Finally, as it 
relates to public facilities, Florida’s lim-
ited waiver of sovereign immunity may 
serve to limit the potential damages 
against members of a public hospital 
board.16
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Corporate Negligence Doctrine

	 Patients have an expectation that 
physicians who treat them while in a 
hospital have the requisite education, 
training and experience to provide 
those in-patient services necessary 
to medically manage them. Patients 
may also assume that the hospital 
itself serves as the arbiter as to which 
physicians maintain the requisite back-
ground to provide in-patient services. 
Following an untoward event in the hos-
pital, a patient may, as part of a medical 
malpractice claim, argue that the hos-
pital failed to exercise the appropriate 
level of due diligence in credentialing 
a specific physician. Moreover, some 
patient will allege that the hospital’s 
“negligent credentialing” of a physician 
was the direct and proximate cause of 
their injuries.

	 The State of Florida is among at least 
twenty (20) states17 in the country which 
recognize the corporate negligence doc-
trine as it relates to the credentialing of 
physicians by a hospital.18 It is axiomatic 
that hospitals owe a duty of care to their 
patients to ensure that only competent 
physicians are granted staff privileges. 
A hospital runs the risk of breaching this 
duty where it admits a physician to the 
medical staff without properly verifying 
his credentials. Florida law is such that, 
as a matter of public policy, hospitals 
are in the best position to protect their 
patients and, consequently, have an 
independent duty to select and retain 
competent independent physicians 
seeking staff privileges. The hospital’s 
liability extends only to the physician’s 
conduct while rendering treatment to 
patients in the hospital and does not 
extend to his conduct beyond the hospi-
tal premises. Moreover, the hospital will 
only be responsible for the negligence 
of an independent physician when it has 
failed to exercise due care in the selec-
tion and retention of that physician on 
its staff.

	 Attorneys representing hospitals 
are strongly encouraged to familiarize 
themselves with their hospital client’s 
credential verification and due diligence 
process in order to counsel board 
members on the corporate negligence 
doctrine.

Conclusions

	 Serving as a hospital board mem-
ber is an exciting and rewarding way 
for individuals to give something back 
to their community. Hospital board 
members typically have the best of 
intentions while exercising their gov-
ernance authorities – including ap-
pointing and reappointing members of 
the hospital’s medical staff. Attorneys 
who limit their practice to healthcare 
related issues are strongly encour-
aged to advise their board member 
clients that Florida law and TJC im-
pose the duty to “credential” members 
of the medical staff upon the govern-
ing board. Credentialing physicians, 
as with any duty, comes with potential 
liability if performed inappropriately. 
Educating our clients on the duties, 
responsibilities and immunities sur-
rounding the credentialing process 
will enhance the medical staff ap-
pointment process by enabling hos-
pital board members to perform these 
functions with full knowledge of their 
legal obligations and consequences. 
What better way for a healthcare at-
torney to demonstrate her value than 
by spending an hour explaining these 
issues with Ms. Newmember.

* Nicholas W. Romanello, Esquire, is 
the Legal Counsel to the Health Care 
District of Palm Beach County which 
provides health coverage for low-income 
residents, a nationally acclaimed trauma 
system, clinics with a dedicated nurse 
in more than 170 public schools, a 
pharmacy network, a long-term skilled 
nursing and a rehabilitation center and 
acute care hospital services at Lake-
side Medical Center, the county’s only 
public hospital. He can be reached at 
561.659.1270 and nromanel@hcdpbc.
org. The interpretations of law and opin-
ions contained in this note are personal 
to the author and not those of the Health 
Care District of Palm Beach County, its 
Board of Commissioners or executive 
management and staff.
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Medicare Revocation of Provider Status –  
The Newest Threat to Medicare Providers
by Lester J. Perling, Esq., Fort Lauderdale, Florida*

	 Medicare-enrolled providers and 
suppliers are increasingly the victims of 
unwarranted revocations of their Medi-
care provider status. A movement toward 
Medicare enrollment revocation based 
on alleged non-compliance with either 
requests for revalidation or as a result of 
site verification visits has emerged. Upon 
revocation of provider status, providers 
will not be reimbursed by the Medicare 
program for services furnished to Medi-
care beneficiaries as of the effective date 
of the revocation, which can be retroac-
tive. Revocation of a provider’s Medicare 
billing privileges can effectively terminate 
a provider’s practice.

Revalidations

	 Beginning in 2009 the Centers for 
Medicare & Medicaid Services (“CMS”) 
began sending requests for revalida-
tion to Part B suppliers. Revalidation 
is the process by which CMS or its 
contractor requires a provider to certify 
the accuracy of its existing enrollment 
information with Medicare. A revalida-
tion request requires a provider or sup-
plier to complete the relevant CMS-855 
Medicare Enrollment Application form 
and CMS-588 Electronic Funds Trans-
fer Authorization Agreement form. Re-
cent revalidation requests are intended 
to facilitate the entry of the provider’s 
enrollment information into the Medi-
care Provider Enrollment, Chain, and 
Ownership System (“PECOS”). As part 
of CMS’ PECOS initiative, an ordering 
or referring provider must be enrolled in 
the online database by January 1, 2011, 
to receive reimbursement for services 
provided to Medicare beneficiaries.

	 In its effort to enroll providers in PE-
COS, CMS sent revalidation request 
letters requesting that practitioners 
revalidate the enrollment information 
submitted on their original or most 
recent CMS-855 forms. CMS haphaz-
ardly sent the letters by mass mailing. 
For example, CMS sent revalidation 
requests to physical addresses that did 
not have mailboxes to receive mail and 
to practitioners’ prior addresses. Addi-
tionally, CMS did not review addresses 

for changes and did not address prac-
tices by name. Lastly, CMS did not 
send the letters by certified mail and 
assumed providers received them. As 
a result of CMS’s carelessness, many 
practitioners did not receive revalida-
tion request letters.

	 Providers who did not receive re-
validation requests had their Medicare 
status revoked for failing to complete 
CMS 855 and 588 forms within 60 
days from the date of the revalidation 
request. Practitioners were barred from 
re-enrollment in the Medicare program 
for at least one year beginning on the 
date the notice of revocation was re-
ceived. Moreover, practitioners were 
only given an opportunity to submit 
corrective action plans (“CAP”) and/
or requests for reconsideration after 
revocation.

Site Verifications

	 As part of its fraud-prevention initia-
tive, CMS is performing site verifica-
tions, resulting in more revocations 
based on alleged non-compliance with 
Medicare requirements. Site verifica-
tions confirm that Medicare providers 
are operational and in compliance with 
Medicare requirements. If the Medi-
care administrative or zone program 
integrity contractor’s (“MAC”) site sur-
vey reveals the practice site is closed 
or not in compliance, the provider’s 
Medicare provider number is revoked 
retroactive to the date of the site veri-
fication visit or possibly earlier if it is 
determined that non-compliance first 
occurred on an earlier date. This may 
lead to a precarious situation because 
notice of revocation may not be given 
to the provider for months. As a result, 
providers may continue treating Medi-
care patients with the expectation of 
reimbursement for a significant period 
of time, not knowing they will be forced 
to forfeit income when revocation is 
applied retroactively.

	 Additionally, some revocations ap-
pear to be based on CMS’ careless-
ness. For example, CMS revoked a 

provider’s enrollment status where 
a practice location had been closed 
for six years, indicating CMS failed to 
update its own records. Moreover, site 
verification re-enrollment bars can last 
as long as two to three years.

	 When enrollment status is revoked 
after a site verification visit, the pro-
vider may submit a CAP and/or re-
quest for reconsideration only after 
revocation has occurred, although in 
some situations providers should be 
given an opportunity to submit a CAP 
before revocation, according to federal 
regulations.

Correct ive Act ion Plans and 
Reconsideration

	 A practitioner may submit a CAP 
and/or request for reconsideration after 
receiving a revocation notice. A CAP 
outlines how a provider will bring itself 
into conformity with Medicare require-
ments. A request for reconsideration, 
on the other hand, contends that revo-
cation was erroneous, or if the provider 
is reinstated as a result of the CAP, the 
effective date or the reinstatement is 
incorrect. After receiving a revocation 
notice letter, a practitioner has 30 days 
to submit a CAP and 60 days to submit 
a request for reconsideration. Practitio-
ners should submit CAPs and requests 
for consideration contemporaneously 
because a reconsideration request 
must be submitted 60 days from the 
date of the revocation letter, not the 
date the CAP was denied, which will 
likely be more than 60 days from the 
date of revocation.

Corrective Action Plan

	 As part of the CAP, a provider must: 
(1) submit a signed letter explaining 
why revocation occurred and what 
efforts will be used to achieve compli-
ance; (2) submit a signed statement 
that the provider understands how ac-
curate provider enrollment information 
is supplied; and (3) possibly submit a 
new CMS-855 form.

	 There is no appeal from a denied 
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CAP. The only available form of relief 
is the submission of a Request for 
Reconsideration. If the CAP is ac-
cepted, the revocation is rescinded 
and the practitioner’s billing rights 
are either restored as of the date that 
CMS determines the provider became 
compliant or back to the revocation’s 
original effective date.

	 Notably, a CAP will not be approved 
until CMS determines the provider is 
compliant. This will usually require a 
site visit. The purpose of the site visit 
is to ensure implementation of the CAP 
and overall compliance with Medicare’s 
requirements relevant for the provider 
type.

Request for Reconsideration

	 A Request for Reconsideration will 
only be successful if the provider can 
prove the basis for the initial revoca-
tion was erroneous or that CMS did not 
follow required procedures, such as it 
sent a notice to the wrong address. Un-
like a CAP, a reconsideration is a legal 
process in that legal arguments can be 
raised with regard to the lawfulness of 
the revocation. Providers may appeal 
denied reconsiderations to an admin-
istrative law judge, then the Medicare 
Departmental Appeals Board, and finally 
into the courts. It is unclear if practitio-
ners can use reconsideration to resolve 
problems that caused CAP denial.

Conclusion

	 Revocation letters have devastat-
ing consequences for the providers 
receiving them because Medicare pay-

ments are being halted until the CAP 
or reconsideration process is complete. 
Therefore, practitioners are in a state 
of limbo until the process is sorted out, 
which can take up to, if not more than, 
90 days. CMS’ new punitive process is 
not only harming providers, but hurting 
patients whose medical care may be 
delayed by a provider’s decision to not 
risk treating Medicare patients until 
reinstated. The harsh consequences 
that providers and their patients are 
facing are not equivalent to the alleged 
violations committed.

* Lester J. Perling, Esq., is a partner 
with the law firm of Broad and Cassel 
located at 100 S.E. 3rd Avenue, Suite 
2700, Fort Lauderdale, Florida, 33394. 
Mr. Perling is Board Certified by The 
Florida Bar in Health Law and may be 
reached at 954-764-7060 or lperling@
broadandcassel.com.
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Aggravated Identity Theft Statute as a New 
Prosecutorial Tool Against Health Care Fraud
by Kevin J. Darken, Esq., Tampa, Florida*

	 Federal prosecutors are starting to 
use a new weapon in their ongoing 
battle against health care fraud--the 
aggravated identity theft statute, 18 
U.S.C. §1028A. The reason: Violations 
of §1028A carry a mandatory minimum 
two year prison sentence which must 
be run consecutively to any sentence 
for an underlying fraud offense. The 
result is that the stakes for health care 
providers facing criminal investigations 
have become much higher.

Elements of Aggravated Identity 
Theft

	 Section §1028A punishes any per-
son who “during and in relation” to an 
enumerated felony crime “knowingly 
transfers, possesses, or uses, without 
lawful authority, a means of identifica-
tion of another person”. “Means of iden-
tification” is defined in §1028(d)(7) as 
“any name or number that may be used, 
alone or in conjunction with any other 
information, to identify a specific indi-
vidual.” That includes “a name, social 
security number, date of birth, and an 
official driver’s license”, United States 
v. Hurtado, 508 F.3d 603, 607 n.4 (11th 
Cir. 2007), as well as Medicare and 
Medicaid identification numbers. United 
States v. Dvorak, 2009 WL 2905541, *5 
(N.D. Iowa 2009) (Medicaid identifica-
tion numbers); United States v. Diaz, 
2008 WL 686961, *1 (Medicare HIC 
numbers).

	 Put another way, “[t]o establish a vio-
lation of §1028A(a)(1), the Government 
must prove the defendant (1) knowingly 
transferred, possessed, or used, (2) 
without lawful authority, (3) a means of 
identification of another person, (4) dur-
ing and in relation to a predicate felony 
offense.” United States v. Abdelshafi, 
592 F.3d 602, 606-607 (4th Cir. 2010).

	 The enumerated felony crimes are 
defined in §1028A(c) as including 
felony violations of 18 U.S.C. §641 
(theft of Government property) and of 
“any provision contained in chapter 63 
(relating to mail, bank, and wire fraud)”. 
Chapter 63 includes mail fraud, 18 
U.S.C. §1341; wire fraud, 18 U.S.C. 

§1343; and health care fraud, 18 U.S.C. 
§1347. United States v. Silvio, 2010 
WL 77318, *1 (S.D. Ala. 2010) (Sec-
tion 1028A “includes ‘any’ offenses in 
chapter 63 which includes health care 
fraud”).1

	 In order to establish the “without law-
ful authority” element, the Government 
is not required to prove that the defen-
dant obtained another person’s identi-
fication documents by stealing. United 
States v. Hurtado, 508 F.3d 603, 608 
(11th Cir. 2007). For example, a health 
care provider who initially had lawful 
authority to use Medicare or Medicaid 
numbers of patients for proper billing 
purposes would “not have ‘lawful au-
thority’, however, to use [Medicare or] 
Medicaid patients’ identifying informa-
tion to submit fraudulent billing claims.” 
Abdelshafi, 592 F.3d at 608.

	 In order to establish the required 
“knowingly” mental state, the Govern-
ment must prove that the defendant 
knew that the means of identification 
he or she unlawfully transferred, pos-
sessed or used did in fact belong to 
another person. Flores-Figueroa v. 
United States, 129 S.Ct. 1886 (2009).

Sentencing Provisions of Section 
1028A

	 Section 1028A(a)(1) provides that 
a violator “shall, in addition to the 
punishment provided for such [enu-
merated] felony, be sentenced to a 
term of imprisonment of two years.” 
Under Section 1028(b)(2), “no term 
of imprisonment imposed on a person 
under this section shall run concurrently 
with any other term of imprisonment 
imposed on the person under any other 
provision of law, including any term of 
imprisonment imposed for the felony 
during which the means of identification 
was transferred, possessed, or used.” 
Moreover, Section 1028(b)(3) provides 
that “in determining any term of impris-
onment to be imposed for the felony 
during which the means of identification 
was transferred, possessed, or used, a 
court shall not in any way reduce the 
term to be imposed for such crime so 

as to compensate for, or otherwise take 
into account, any separate term of im-
prisonment imposed or to be imposed 
for a violation of this section.”

	 The only leniency is contained in 
Section 1028(b)(4) which gives a sen-
tencing judge the discretion to impose 
concurrent sentences for multiple 
aggravated identity theft offenses sen-
tenced by the court at the same time.

Application of Section 1028A to 
Health Care Fraud Investigations 
and Prosecutions

	 In order to be paid by the Medicare 
and Medicaid programs, as well as by 
private insurers, health care providers 
must use their patients’ names and 
identifying information (date of birth, so-
cial security number, Medicare number, 
or Medicaid number). But if health care 
providers submit false or fraudulent 
claims to Medicare, Medicaid or private 
insurers in violation of the mail fraud, 
wire fraud, or health care fraud statutes, 
then they are also using their patients’ 
means of identification without lawful 
authority in violation of Section 1028A.

Implications

	 Application of the aggravated iden-
tity theft statute to health care fraud 
investigations significantly raises the 
risks for health care providers because 
if convicted under Section 1028A they 
face a minimum of two years imprison-
ment. More likely, a provider who might 
be looking at a potential 12-18 month 
sentence could now be facing a poten-
tial 36-42 month sentence after the two 
year mandatory minimum sentence is 
added to the underlying fraud sentence.

	 The result of this increased risk is 
that providers need to treat any inves-
tigation very seriously from the outset 
and hire skilled defense counsel in 
order to (1) successfully avoid indict-
ment altogether, (2) negotiate a livable 
plea agreement which does not include 
a plea to a Section 1028A violation, or 
(3) win both the underlying fraud counts 
and the Section 1028A counts at trial.
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* Kevin J. Darken, Esquire, defends 
health care providers in fraud inves-
tigations at Cohen, Foster & Romine 
in Tampa. He prosecuted health care 
fraud crimes as an Assistant U.S. At-
torney in the Middle District of Florida 
in the 1990’s, served on the Depart-
ment of Justice National Health Care 
Fraud Working Group, and earned the 
Inspector General’s Integrity Award 
“for outstanding leadership in the fight 
against health care fraud.” Mr. Darken 
is the author of Defending and Pre-
venting Health Care Fraud Cases: An 
Attorney’s Guide (CCH: 11th ed., 2009). 
Mr. Darkin may be reached at 813-225-
1655 or kdarken@tampalawfirm.com.

Endnote:
1 See also United States v. Diaz, 2008 WL 686961 
(S.D. Fla. 2008).

processes for denied claims, and 
prohibitions against excluding 
children based on a pre-existing 
condition;

	 •	 Creation of pilot projects based 
on the patient-centered medical 
home concept;

	 •	 Incentive payments for the imple-
mentation and use of electronic 
health records; 

	 •	 Affordable insurance plans 
through state-run insurance 
exchanges; 

	 •	 Extended Medicaid coverage for 
adults and children; and

	 •	 Compulsory insurance mandates 
requiring individuals to buy health 
insurance or pay a fine.

Despite congressional passage of 
these reforms, the issue remains 
controversial in Florida as the State is 
seeking judicial repeal of federal laws 
imposing insurance mandates and 
extended Medicaid coverage. While 
the reforms promise increases in cov-
erage, it is argued that the state will be 
debilitated by the costs. 

	 To help Florida expand its Medicaid 
coverage, the federal government will 
likely be providing about $700 million 
in additional Florida Medicaid funding. 
Combined with recent Florida budget 
legislation providing about $270 mil-
lion to be spent on hospitals, nursing 
homes, and caner research, efforts to 
improve Florida’s startling healthcare 
statistics seem hopeful. Additional 
healthcare funding, of course, paves 
the way for increases in healthcare 
fraud. In an effort to combat rampant 
Medicaid fraud in the South Florida, 
the federal government has granted 

health law
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the Florida Medicaid Fraud Control 
Unit (“MFCU”) the authority to conduct 
routine claims review, such as claims 
screening, billing practice pattern anal-
ysis or verification of services rendered. 
Previously, the Florida Agency for 
Health Care Administration (“AHCA”) 
was the only state Medicaid agency al-
lowed to use Medicaid matching funds 
to detect and investigate fraud, and 
MFCU relied on referrals from AHCA. 

	 Reforms in health insurance cover-
age, healthcare delivery, and health-
care technology are designed to 
promote the widespread delivery of 
efficient healthcare services throughout 
this state. Naturally, Florida healthcare 
providers must stay abreast of the 
changes in provider reimbursement 
and related incentives designed to 
promote this goal. Moreover, those 
who expeditiously implement delivery 
and technology reforms will reap the 
greatest benefits.
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