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Health Care Regulatory Agencies 
Should Prove Their Allegations By 
Clear and Convincing Evidence In 
a Denial of a Professional License 
Renewal Case
By John E. Terrel, Esq.1

 The Florida Supreme Court recently ad-
dressed the burden of proof involving a denial 
of an initial license for a large family day care 
center.2 However, the Court did not have an 
opportunity to address the burden of proof in a 
license renewal case because it did not come 
within its appellate jurisdiction.3 However, this 
issue is becoming more relevant as healthcare 
regulatory agencies such as the Agency for 
Health Care Administration (“AHCA”) and the 
Department of Health (“DOH”) issue more no-
tices of intent to deny licenses and denials to 
various types of licensees.
 As a threshold matter, there is a vast differ-
ence between an applicant applying for an initial 
license and a licensee that is seeking renewal 
of a license. An initial applicant must meet all 
of the statutory guidelines to prove entitlement 
to a license.4 A licensee that is required to file 
a renewal application on a periodic basis has 
already proven such entitlement to licensure. In 
proceedings where the loss of livelihood is im-
plicated, a higher level of proof is necessary to 
protect the rights and interests of the licensee.5

 Chapter 120, Florida Statutes, the Adminis-
trative Procedure Act, provides the roadmap for 
establishing the appropriate burden of proof in 
administrative proceedings. Section 120.57(1)
(j), Florida Statutes states:

Findings of fact shall be based upon a 
preponderance of the evidence, except in 

penal or licensure disciplinary proceedings 
or except as otherwise provided by stat-
ute, and shall be based exclusively on the 
evidence of record and on matters officially 
recognized.

(emphasis supplied).6 Significantly, the Florida 
Legislature did not restrict the higher stan-
dard of proof to only disciplinary proceedings. 
Instead, any proceeding that is penal would 
also require the clear and convincing standard 
of proof. It is also important to distinguish 
between the competent substantial evidence 
standard, which is a standard of appellate 
review, from the various evidentiary standards 
of proof applicable in administrative hearings.7 
The preponderance of the evidence standard 
has been described as “not satisfied by proof 
creating an equipoise, but it does not require 
proof beyond a reasonable doubt.”8 The clear 
and convincing standard requires that the 
evidence is such that it produces in the mind 
of the trier of fact a firm belief or conviction, 
without hesitancy, as to the truth of the allega-
tions sought to be established.9 Such a higher 
standard would be appropriate in professional 
license renewal proceedings because as one 
Administrative Law Judge (“ALJ”) phrased it: 
the denial of the license renewal is tantamount 
to revocation of its license to operate in that the 
end result is that the licensee would lose the 
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The Rise of the ACO and the Surprising Lack 
of Compliance Guidance
By Katherine Becker1
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In order to provide ACOs with the 
flexibility they need to define a compli-
ance plan that meets the needs of the 
ACO, its ACO participants, its ACO 
providers/suppliers, and contractors, 
we decline to specify how various 
organizations should work together to 
develop their plan. We look forward 
to innovation from the industry in this 
area. We will monitor reports of any 
difficulty in this area and may address 
this issue further in future rulemak-
ing. – Final ACO Rule, 76 Fed. Reg. 
67953 (Nov. 2, 2011).

 In 2011, Medicare spending hit $554 
billion and is projected to continue growing 
for the next decade. In an effort to curb 
Medicare spending, the Patient Protec-
tion and Affordable Care Act (“PPACA” 
or “Affordable Care Act”) established the 
groundwork for the creation of the Medi-
care Shared Savings Program (“MSSP”).2 
The MSSP is designed to promote ac-
countability in the care provided to Medi-
care beneficiaries, and create incentives 
for higher quality care while reducing costs 
through increased coordination between 
providers through the development of 
Accountable Care Organizations (ACOs). 
The Centers for Medicare and Medicaid 
Services (CMS) is attempting to move 
providers from the fee-for-service system 
to a system where they are reward based 
on quality rather than quantity.

ACO Compliance Plan Requirements
 ACOs are being used to facilitate 
CMS’s vision by encouraging coordina-
tion of care across settings and providers 
to improve patient outcomes and reduce 
spending. The Pioneer Program officially 
launched in January 2012 with thirty-two 
participants mostly consisting of hospitals 
and large healthcare organizations. The 
MSSP is the second model introduced 
and was designed to fix many of the prob-
lems discovered in the Pioneer Program. 
The Pioneer Program lost participants 
over time, whereas the MSSP has flour-
ished and encouraged the next phase of 
the program, which CMS refers to as Next 
Generation ACOs.
 ACOs can be created with an existing 
organization such as a hospital or by cre-
ating a new entity comprised of smaller 
practices. The application process to 
participate in the MSSP requires the 
ACO to provide documents that outline 
its plans for patient processes and its 
plan to handle participating providers who 
fail to implement the required processes. 
While the ACO is supposed to have a 
compliance plan in place at formation, 
the ACOs do not have to produce the 
compliance plan and may instead just 
describe the potential plan for when the 
ACO is accepted into the MSSP. Once 
the ACO is accepted into the MSSP, the 

ACO is given access to raw data from 
CMS including information about all the 
care the ACO’s patients are receiving not 
just the data related to the participating 
provider. The ACOs then use that data to 
improve coordination of care and reduce 
costs. If the ACO is able to meet certain 
benchmarks in the program, it is eligible 
to split the savings with CMS which can 
be millions of dollars. Given that Medicare 
is actually providing access to data that 
providers do not normally have, and re-
warding them for reducing costs, it would 
be prudent for CMS to see that there is 
some type of compliance plan in place.
 The final rule for ACOs addresses 
compliance plans but only in a very su-
perficial manner.3 The ACO must have a 
designated compliance official who does 
not also serve as legal counsel to the 
ACO and be able to report directly to the 
ACO’s Board. The ACO must include a 
process to identify and address compli-
ance issues and must provide a way for 
suppliers, providers and other entities 
acting on behalf of the ACO to report 
compliance concerns anonymously to 
the Compliance Officer. The ACO is 
required to provide compliance training 
to its staff, participants, suppliers and 
providers. The ACO must include the 
requirement that the ACO will report any 
probable violations of law to the appro-
priate law enforcement agency and that 
the compliance plan will be updated as 
needed when there are legal or regulatory 
changes that impact the current compli-
ance standards.
 The above constitutes the sum total 
of CMS’s compliance requirements for 
ACOs and CMS provides very few de-
tails on how these requirements must be 
implemented. The lack of clear guidance 
is daunting enough for an existing orga-
nization such as a hospital that decides 
to participate in the MSSP, but it is par-
ticularly troubling for independent ACOs 
comprised of smaller practices. Inde-
pendent ACOs create relationships with 
practices that are otherwise unaffiliated 
so the risks of sharing information and 
ensuring compliance are much greater. 
During the comment period for the final 
rule providers asked CMS for specific 
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compliance guidance, but CMS deferred 
because it wanted to allow for innovation 
in the industry. While it is understandable 
that CMS would want to allow some flex-
ibility as the MSSP is developing, there 
still need to be some safeguards for both 
CMS and the ACO. CMS is allowing these 
organizations unprecedented access 
to data so it would be reasonable for it 
to set some parameters to ensure the 
organizations are compliant and worthy 
of participating in the program. ACOs 
would also benefit from clear guidance so 
that they understand what is expected of 
them from the onset. It would be a huge 
setback for the program if it were deter-
mined that CMS was sharing information 
inappropriately or ACOs were required to 
pay back their shared savings for failing 
to meet requirements that were not clear 
from the start.

Fraud and Abuse Certifications
 When an ACO enrolls in the MSSP it is 
required to sign a participation agreement 
that includes that the ACO will comply with 
all relevant laws, including federal criminal 
law, the False Claims Act, the anti-kick-
back statute, the civil monetary penalties 
law and the Physician Self-Referral law, 
and require its participants and suppliers 
to do the same.4 The participation agree-
ment also requires the ACO to certify that 
an individual with authority to bind the 
ACO will certify the veracity of all data and 
claims made to CMS. This is a tall order 
for independent ACOs that are potentially 
just facilitating care coordination rather 
than actually submitting claims on behalf of 
their participants. CMS should make clear 
how it intends to hold ACOs responsible 
for the behavior of their participants and 
what allowances, if any, there might be 
for ACOs that did their due diligence but 
simply failed to detect the problem.
 Under section 6401 of the Affordable 
Care Act, any provider that is enrolled 
in Medicare, Medicare or the Children’s 
Health Insurance Program must establish 
a compliance program as a condition of 
enrollment.5 The Affordable Care Act left 
the implementation timeline up to the 
Secretary of Health and Human Services 
in partnership with Office of Inspector 
General. At this time no specific imple-
mentation date has been provided. This 
only compounds the risk for independent 
ACOs as they are required to attest to the 

compliance of their participants who are 
not currently required by law to have a 
compliance program of their own.
 CMS wanted to encourage innovation 
and collaboration between healthcare 
providers in the MSSP, but determined 
that some of the current fraud and abuse 
regulations would inhibit the ability of the 
ACOs to cultivate that collaboration. CMS 
worked with government agencies to de-
velop waivers that would allow providers 
from different practices and provider types 
to collaborate without running afoul of 
laws such as the Physician Self-Referral 
law.6 The ACO does not have to apply for 
any of the waivers; the waiver is granted 
automatically if all of the conditions are 
satisfied. An automatic waiver means that 
no one is actually reviewing the activity to 
ensure compliance with the requirements 
for a waiver. Additionally a lack of oversight 
means that no one is checking to make 
sure that the arrangement requiring the 
waiver actually ends when the conditions 
for the waiver are no longer being met. 
The rule on waivers states that there are 
enough safeguards in place to deter par-
ticipants from engaging in over-, under- or 
inappropriate utilization of services due to 
the quality components of the MSSP. What 
seems to be missing from this analysis is 
the potential for the ACOs to abuse the 
relationships created under these waivers 
with non-Medicare patients or Medicare 
patients who have opted out of participat-
ing in the ACO.
 Further complicating the compliance 
struggles for ACOs is the fact that the 
waivers created do not extend to any laws 
other than those designated in the Interim 
Final Rule. Specifically the waivers do not 
extend to the Internal Revenue Code or 
state laws and regulations. This means 
that ACOs may find that their arrange-
ments are legal under federal regulations, 
but not state law. Many states have their 
own statutes on kickbacks, fee splitting 
and the corporate practice of medicine. 
This is yet another area where CMS has 
failed to provide guidance on how it would 
treat an ACO that violated state law by 
taking advantage of the waivers. This is 
a very real possibility given how quickly 
some of these ACOs were put together 
particularly for ACOs created from smaller 
entities that may not have had counsel 
reviewing these arrangements or com-
pliance officers with the experience to 
recognize the potential state law conflicts.

HIPAA Challenges
 The Health Insurance Portability and 

Accountability Act (“HIPAA”), which regu-
lates patient privacy, poses significant 
compliance challenges for ACOs.7 All 
ACOs regardless of type can only thrive 
through collaboration, which depends on 
the sharing of patient information. This 
creates compliance concerns to ensure 
that the ACO, its participants and col-
laborators, have access to the information 
that is necessary to accomplish the goals 
of the ACO without compromising patient 
information. The Participation Agreement 
signed by the ACO requires the ACO and 
all of its participants to be HIPAA compli-
ant. The ACO attests that it will make sure 
that all of its participants are HIPAA com-
pliant which in itself is fraught with chal-
lenges for ACOs compromised of several 
smaller organizations. Currently, there is 
no guidance available on what an ACO 
must do to show that it complied with its 
duties regarding participant compliance. 
 One of the goals for the ACOs has been 
to share infrastructure, including shared 
use of electronic health records. It is highly 
unlikely that as this shared infrastructure 
carves out non-ACO patients. This creates 
problems not only regarding the security of 
patient data, but also leaves opportunities 
for participants to share sensitive finan-
cial data, which poses potential antitrust 
issues. Another concern about shared 
infrastructure is what happens when the 
participation agreement terminates to 
make sure that participants no longer have 
access to patient information that does not 
belong to them.
 HIPAA compliance may not seem as 
risky as Stark law violations and antitrust 
concerns, but it is the area that would 
have an immediate impact on patients. 
While waivers were created to provide 
flexibility under some federal regula-
tions, HIPAA was not one of them. This 
is another area where consequences for 
non-compliance are unknown.
 It does not appear that there is any 
relief in sight for ACOs looking for guid-
ance. The only item currently on the 
OIG’s work plan for 2015 related to 
ACOs is to conduct a risk assessment 
of the internal controls of the Pioneer 
ACO model.8 The fact that the OIG is just 
now beginning a risk assessment of the 
original model does not bode well, when 
CMS is already two models beyond the 
initial program. While some might argue 
that CMS could provide flexibility to the 
ACOs to achieve compliance when the 
standards are released, the formation of 
these ACOs has the potential for impact 
well beyond the Medicare arena. ACOs 
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are earning incentives worth millions of 
dollars for their participation in MSSP. 
CMS should make sure that the ACOs 
actually followed the rules of participation 
and earned their incentive. Additionally, 
ACOs are spending millions of dollars 
in formation costs with the expectation 
of earning savings. As such, it is not 
unreasonable for them to expect clear 
guidelines on what is expected in terms 
of compliance. While it is the intent of 
CMS to foster improvements in health 
care through innovation and creativity, 

ACO
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only time will tell how the flexibility given 
to these providers will impact health 
care as a whole. It would be a shame if 
the improvement in patient care and col-
laboration is overshadowed by news of 
failure to properly vet participants or par-
ticipants earning millions of dollars while 
violating the law whether deliberately or 
through a lack of understanding program 
requirements.

Endnotes:
1 Katherine Becker, JD, LLM, CHC, is an at-
torney with Acevedo Consulting in Delray Beach, 
Florida. She may be reached at ktbecker@gmail.
com.
2 Patient Protection and Affordable Care Act, 
Pub. L. No. 111-148, 124 Stat. 119 (March 
23, 2010) (amended by the Health Care and 

Education Reconciliation Act of 2010, Pub. L. 
No. 111-152, 124 Stat. 1029 (March 30, 2010)).
3 Medicare Program; Medicare Shared Savings 
Program: Accountable Care Organizations; Final 
Rule, 76 Fed. Reg. 67802, 67804 (Nov. 2, 2011).
4 A copy of an MSSP Participation Agreement 
is available at https://www.cms.gov/Medicare/
Medicare-Fee-for-Service-Payment/sharedsav-
ingsprogram/Downloads/ACO-Agreement.pdf. 
5 Patient Protection and Affordable Care Act 
§ 6401.
6 Final Waivers in Connection with the 
Shared Savings Program, 76 Fed. Reg. 67992 
(Nov. 2, 2011)
7 Health Insurance Portability and Accountabil-
ity Act of 1996, Pub. L. No. 104-191, 110 Stat. 
1936 (1996).
8 OIG Work Plan Fiscal Year 2015, https://
oig.hhs.gov/reports-and-publications/archives/
workplan/2015/FY15-Work-Plan.pdf.
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Texting While… Treating? FCC Creates 
Exemption for Healthcare Provider-Patient 
Automated Communication
By Lauren Capriotti 1

 Today, a wireless phone number is 
very often the only method of communi-
cation that healthcare providers use to 
contact patients. On July 10, 2015, the 
Federal Communications Commission 
(“FCC”) released a Declaratory Ruling 
and Order (“the “July Order”)2 provid-
ing guidance to the medical community 
on highly contested components of the 
Telephone Consumer Protection Act 
(“TCPA”).3  Passed by Congress in 1991, 
the TCPA limits the use of “autodialers,”4 
text messages,5 “robocalls,” and fax ma-
chines. Although the purpose of the Act 
was to protect consumers from excessive 
telephone solicitations (“telemarketing”), 
it has become a hot button issue for all 
entities calling consumers on wireless 
devices. Fortunately, for the healthcare 
professionals, the Order created an 
exemption for messages involving time-
sensitive healthcare information.6

Prior Express Written Consent
 In a related Ruling7 issued in October 
of 2013, the FCC decided callers needed 
to obtain “prior express written consent” 
before dialing a wireless phone number.8

 True prior express written consent 
requires entities to provide consumers 
with a “clear and conspicuous” written 
agreement which: (1) authorizes the com-
pany to place calls to the consumer using 
an autodialer or pre-recorded voice; (2) 
states that the consumer is not required to 
provide consent as a condition to provid-
ing the goods and services in question; 
(3) provides the specific phone number 
for which the consumer is providing con-
sent; and (4) is signed9 by the consumer 
who will be receiving said calls and text 
messages.10 Thus far, industry experts 
agree that the aforementioned elements 
must be strictly applied and are not ana-
lyzed on a case-by-case basis.
 To say that such a heightened level of 
consent has been problematic for busi-
nesses nationwide is an understatement. 
There are three primary issues at the 
epicenter of debate in the aftermath of 
July’s Order. 

 First, there is considerable uncertainty 
about whether consent obtained prior to 
July 2015 is sufficient under the current 
law. Do providers need to reach out to 
each patient and update the consent 
that was previously given? Or does a 
previous good faith effort suffice? Given 
the ambiguity, it is in the best interest of 
medical and business professionals alike 
to put a procedure in place to make sure 
updated consent language is currently 
being distributed for all marketing calls.
 Second, patients may now revoke 
their consent in “any reasonable manner” 
that clearly expresses their desire to not 
receive further automated communica-
tions.11 Does this mean patients can tell 
their nurse during a routine physical exam 
that they no longer wish to receive billing 
reminders? Or do they need to directly 
report it to the reception desk? Offices 
should make all administrative staff aware 
of the law to prepare for all likely possibili-
ties of revocation.
 Finally, the protocol for reassigned 
numbers has proven to be one of the 
most perplexing terms of the Order. The 
FCC stated that “the TCPA requires the 
consent not of the intended recipient of 
the call, but of the current subscriber.”12 
Simply stated, even if the caller has 
adequate consent from the intended 
recipient at a designated number, the 
caller could be liable for a TCPA viola-
tion if the number has been reassigned. 
What is the FCC’s solution? It contends 
that businesses are essentially provided 
a one-strike rule where the business is 
able to dial a reassigned number one 
time and after that call, the business is 
deemed to have “constructive knowl-
edge” the number has been changed. 
This is true even if no one even picks 
up the phone. How could the caller have 
constructive knowledge the number has 
been reassigned when there is no voice 
on the other line to confirm or deny such 
a speculative contention? Many believe 
the FCC’s view on reassigned numbers 
in its July Order makes TCPA compliance 
impracticable, if not impossible.

Exemption for Healthcare Related 
Messages
 Now, let’s get to the good news. Today, 
the medical community very frequently 
utilizes both autodialing and text mes-
saging to communicate with patients. 
For instance, pharmacies have started 
sending prerecorded messages to pa-
tients reminding them that a scheduled 
prescription has been filled. Prior to July, 
these calls could have cost healthcare 
entities and their business associates13 
a hefty fine under the TCPA. However, 
the July Order provided a safety net for 
medical providers who wish to contact pa-
tients where there is exigency for specific 
healthcare treatment purposes including: 
appointment and exam confirmations 
and reminders, wellness checkups, 
hospital pre-registration instructions, pre-
operative instructions, lab results, post-
discharge follow-up intended to prevent 
readmission, prescription notifications, 
and home healthcare instructions.14

 There are still a variety of calls that 
the FCC expressly removes from the 
newfound exemption. For instance, calls 
made by healthcare professionals for the 
purpose of telemarketing, solicitation, 
advertising billing, accounting and/or 
debt collection are still subject to TCPA 
regulation as the FCC asserts they do 
not “warrant the same treatment as calls 
for healthcare treatment purposes.”15 The 
Commission re-iterated multiple times in 
the July Order that the exemption only 
applies to calls and texts to wireless 
numbers only when they are not charged 
to the recipient.16

 Further, the panel clarified that all 
messages sent are subject to Health 
Insurance Portability and Accountability 
Act (“HIPAA”) privacy standards.17 The 
substance of these calls cannot be of 
such a personal nature that it would vio-
late the privacy of the intended recipient 
if someone else received the message 
accidentally.18 Thus, no test results should 
be provided nor should the name of a 
prescription that has been filled as this 
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type of information can be extremely sen-
sitive to patients. This practice is common 
sense for most healthcare professionals 
and is already implemented in company 
policies and procedures but should be 
noted nonetheless.

Moving Forward
 Even though an exception has been 
provided under the TCPA, the FCC 
requires that such messages must be 
concise and abide by the following 
requirements:

1. voice calls and text messages must be 
sent, if at all, only to the wireless tele-
phone number provided by the patient;

2. voice calls and text messages must 
state the name and contact informa-
tion of the healthcare provider;

3. voice calls and text messages are 
strictly limited to the exigent circum-
stances described above; must not 
include any telemarketing, solicitation, 
or advertising; and must comply with 
HIPAA privacy rules; 

4. providers may only send one message 
(either voice or text) per day, up to a 
maximum of three voice calls or text 
messages total per week; 

5. a healthcare provider must offer 
recipients within each message an 
easy means19 to opt out of future such 
messages; and,

6. opt out requests must be honored 
immediately.20

By following these steps, providers can 
transmit the time-sensitive information to 
their patients and escape the purview of 
the TCPA. Medical professionals should 
check the current procedures they have 
in place for patient communication to 
make sure they are up to date with all 
disclosures and procedures that pertain 
to provider-patient communication.

Damages Under TCPA
 Violations of the TCPA may result in 
penalties of $500 per violation and $1,500 
per willful violation.  The statutory dam-
ages imposed by the TCPA apply regard-
less of whether plaintiffs can prove actual 
harm, with no cap on damages. In an 
August 2014 settlement, Capital One and 
three collection agencies paid out $75.5 
million to resolve a TCPA class action 

lawsuit.21 TCPA liability has become a 
very real threat to businesses nationwide 
due to the minimal requirements neces-
sary to satisfy a claim.
 Inevitably, TCPA-savvy litigants and 
their attorneys have devised a controver-
sial technique to profit under the federal 
law. Under this method, plaintiffs can 
actually allow companies to call their cell 
phones for four years under the statute 
of limitations and cash in down the road 
without ever picking up the phone. Again, 
no actual damages need to be proven. In 
response, compliance companies have 
created special software to screen com-
pany phone lists against known TCPA 
litigants.22 Some businesses are fighting 
back against TCPA opportunists through 
petitions filed with the FCC disputing 
overbroad interpretations of the law.23 
Needless to say, the TCPA has caused 
a stir in many different facets of the legal 
and business communities alike.

Summary of TCPA Compliance 
Considerations
• Check office policies and procedures 

as they relate to patient-provider com-
munication and ensure your organiza-
tion is obtaining prior express written 
consent.

• Be sure the calls and messages be-
ing sent to patients fall into one of the 
exigent categories provided in the 
July 2015 Order if there is no proper 
consent on file.

• Store patient consent forms and/or 
files for at least four years (statute of 
limitations for bringing a TCPA claim). 
The burden is on the caller to produce 
this verification in a TCPA lawsuit.

• Damages under the TCPA can be 
extremely expensive so implement 
adequate training for administrative 
personnel to learn how to obtain con-
sent as well as process a revocation 
should a patient choose to opt out of 
automated communication.

Endnotes:
1 Ms. Capriotti is In-House Counsel for The 
iCan Group, LLC in Boca Raton, Florida. She 
can be reached at lcapriotti@icanbenefit.com or 
561-914-6329.
2 In the Matter of Rules and Regulations Imple-
menting the Telephone Consumer Protection 
Act of 1991, Declaratory Ruling and Order, FCC 
15-72 (released July 10, 2015), (the “July 2015 
Order”).
3 Telephone Consumer Protection Act of 1991, 
47 U.S.C. § 227 (1991).
4 An “autodialer,” also known as an automatic 

telephone dialing system or ATDS, is defined in 
the Order as equipment that has the capacity to 
store or produce telephone numbers to be called, 
using a random or sequential number genera-
tor, and to dial such numbers. July 2015 Order 
at ¶ 18. The element of “capacity” is frequently 
called into question as many experts believe 
smart phones technically have the “capacity” 
to autodial, thus, opening liability to individuals 
outside the intended scope of the TCPA.
5 Under the TCPA, text messages and internet-
to-phone messages are both considered “calls.” 
Id. at ¶¶ 107-108.
6 Id. at ¶ 63.
7 See In the Matter of Rules and Regulations 
Implementing the Telephone Consumer Protec-
tion Act of 1991, FCC Report and Order, CG 
Docket No. 02-278 (released Feb. 15, 2012), 
(hereinafter the “October 2013 Order”).
8 See Id. at ¶ 33.
9 Electronic signatures obtained in compliance 
with the E-SIGN Act are sufficient under the new 
rules. See Id. at ¶ 34.
10 Id. at ¶ 2.
11 Id. at ¶ 70.
12 Id. at ¶ 72.
13 Under the TCPA, “covered entities” and “busi-
ness associates” of the same are to be defined by 
Health Insurance Portability and Accountability 
Act (“HIPAA”) privacy standards. Id. at ¶ 141; 
See 45 C.F.R. § 160.103; see also 47 C.F.R. 
§ 64.1200(a)(2).
14 Id. at ¶ 146.
15 Id.
16 Id. at ¶ 148.
17 Id.
18 Id.
19 The Commission provides the following opt 
out requirements: “voice calls that could be 
answered by a live person must include an 
automated, interactive voice- and/or key press-
activated opt-out mechanism that enables the 
call recipient to make an opt-out request prior 
to terminating the call, voice calls that could be 
answered by an answering machine or voice mail 
service must include a toll-free number that the 
consumer can call to opt out of future healthcare 
calls, text messages must inform recipients of the 
ability to opt out by replying “STOP,” which will be 
the exclusive means by which consumers may 
opt out of such messages.” July 2015 Order at 
¶ 141(6).
20 July 2015 Order at ¶ 147.
21 See In re Capital One Telephone Consumer 
Protection Act Litigation, 80 F. Supp. 3d 781 (N.D. 
Ill. 2015).
22 The Contact Center for Compliance provides 
a TCPA compliance evaluation test that will per-
form a “test scrub” of a company’s data against 
known TCPA litigators and ported and carrier 
owned wireless phone numbers. For more infor-
mation, visit www.dnc.com.
23 TextMe, Inc. Petition for Expedited Declara-
tory Ruling and Clarification, CG Docket No. 
02-278 (Mar. 18, 2014); Glide Talk, Ltd. Petition 
for Expedited Declaratory Ruling, CG Docket No. 
02-278 (Oct. 28, 2013); Professional Association 
for Customer Engagement Petition for Expedited 
Declaratory Ruling and/or Expedited Rulemak-
ing, CG Docket No. 02-278 (Oct. 18, 2013).
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Meeting the Health Care Risk Management 
Challenge in the Evolution from the  
Fee-for-Service “Volume” Model to the 
“Value-Based” Program
By S. Scott Ross, Esq.1

 The healthcare risk manager is no 
longer primarily focused on medical mal-
practice. Rather, responsibility for patient 
satisfaction, payment exclusion potentials 
and meeting the C-Suite executives’ ex-
pectations involving bottom line financial 
mandates, are now paramount duties 
assigned, in part, to a facility’s risk man-
agement team.
 The Patient Protection and Afford-
able Care Act of 2010 (“ACA”) provides 
financial incentives that encourage 
healthcare providers to reduce costs 
and improve quality of patient care.2 The 
ACA connects Medicare payments to 
patient outcomes, known as “risk-based 
reimbursements.” The ACA also encour-
ages integrated health systems such as 
physicians joining to form Accountable 
Care Organizations (“ACOs”), which 
are groups of providers of healthcare 
goods and services that contract to be 
held accountable for delivering quality 
care at a transparent cost to a defined 
patient population. The ACO com-
pensates hospitals based on bundled 
services and preventable Medicare 
readmissions, instead of the traditional 
fee-for-service model. As a result of this 
fundamental change in how third party 
payers reimburse providers for insureds’ 
treatment, a consolidation has occurred 
of (1) doctors becoming employed by 
a hospital, (2) hospitals merging with 
other hospitals, and (3) hospitals and 
payers consolidating under one general 
umbrella by offering a health insurance 
plan with a network of providers.
 The goals of the ACO are to improve 
care and lower costs. Risk managers 
that are part of the patient-centered 
medical home, are faced with measur-
ing the goals implemented by the ACO 
in order to gauge improved care and 
lowered costs. The risk management 
challenge of meeting the goals of the 
ACO are the same regardless of if the 
ACO is in the Medicare Shared Savings 
Program (“MSSP”) or private commercial 
market.3

The De-compartmentalization of 
Quality from Cost
 Providers involved in the MSSP es-
tablish a means to promote evidence-
based medicine, patient engagement, 
and coordination of care and implement 
patient-centered criteria, such as indi-
vidual health care plans.4

 A risk manager’s role is to improve 
quality while simultaneously lowering 
costs, resulting in the delivery of higher 
value care. The reward is the potential 
for shared savings if quality thresholds 
are met. Under the Value model, there 
is a direct correlation between quality, 
costs and benchmarks on the one hand, 
and third party payments made to the 
entire spectrum of care delivered to the 
treated patient population, on the other. 
C-Suite executives will track the success 
of risk management in harmonizing these 
compartments in the move from the old 
fee-for-service Volume model.
 Risk managers must function within 
the ambit of “evidence-based medicine 
guidelines” adopted by their ACOs, in-
tertwined with performance measures 
which determine whether evidence-
based guidelines are followed, and if not, 
whether there are valid reasons for not 
following the guidelines. The main mea-
surement that an ACO typically tracks for 
its individual providers and the system 
as a whole include: (1) patient disease 
outcomes; (2) quality of care process; (3) 
patient experience scores; (4) citizenship 
scores; (5) costs for attributed patient 
populations.5

ACO Compliance Requirements
 From the risk management perspec-
tive, each ACO participating in the MSSP 
must have a compliance program. Each 
participating provider is responsible 
for complying with all of the terms and 
conditions of the ACO’s agreement with 
the Centers for Medicare and Medicaid 
Services (“CMS”), including implementing 
a compliance program.6

 In terms of clinical compliance, the 
requirements applicable to ACOs include:

• Making sure evidence-based stan-
dards are followed;

• Making sure benchmarks are adhered 
to, and if not, identifying a plan for 
improvement;

• Fostering the unified approach to the 
overall delivery of patient care in the 
acute and post-acute settings, such 
as handoffs;

• Managing the coordination of care;

• Providing a call center; and,

• Making “peer coaching” available to 
physician and physician extenders.

 The corporate compliance require-
ments include:

• Ensuring that each provider within the 
ACO is “compliant;”

• Educating the ACO’s providers and 
staff about the new risk management 
philosophy involved in delivering care 
under the Quality/Value based model;

• Monitoring the promise to increase the 
quality of care;

• Implementing a protocol in the event 
warnings and eventual termination of 
a provider is deemed necessary if a 
problem develops in terms of clinical 
compliance; and,

• Implementing peer review, intervention 
and policing others using their peers, 
as well as considering the global ben-
efits of outside counsel.

The “Top Down Approach” and “In-
dividual Accountability” in Internal 
Investigations
 Commentators have noted that CMS 
thinks that the ACO model is the future. 
There is a “top down” expectation of 
compliance. Correlating with this “top 
down” expectation of ACO compliance is 
the U.S. Department of Justice’s (“DOJ”) 
expectation of “individual accountability.” 
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On September 9, 2015, the DOJ issued 
the “Yates Memo” authored by Deputy 
Attorney General Sally Quillian Yates, 
emphasizing such “individual account-
ability” for corporate wrongdoing.7

 The Yates Memo increases the pres-
sure on healthcare risk management 
teams involved in internal investiga-
tions. As framed, the new guidance will 
impact the manner in which internal 
investigations are conducted, from de-
fining the scope of an investigation, to 
prioritizing and approaching witnesses 
and fact gathering efforts, to preparing 
self-disclosures.8

 While certain aspects of the Yates 
Memo echo and reaffirm DOJ’s best prac-
tices guidance memorialized in the U.S. 
Attorney’s Manual that governs criminal 
and civil corporate investigations, the 
Yates Memo goes further by identifying 
"six key steps to strengthen [the] pursuit 
of individual corporate wrongdoing" 
and to hold individuals accountable for 
illegal corporate conduct. These guiding 
principles are:

1. To be eligible for any cooperation cred-
it, corporations must provide to DOJ all 
“relevant facts” about the individuals 
involved in corporate misconduct. A 
corporation that fails to disclose all 
relevant facts, or “declines” to learn of 
all relevant facts, would not be eligible 
for cooperation credit.

2. Both criminal and civil corporate inves-
tigations should focus on individuals 
from the inception of the investigation.

3. DOJ criminal and civil attorneys han-
dling corporate investigations should 
be in routine communication with one 
another.

4. Absent extraordinary circumstances, 
no corporate resolution will provide 
protection from criminal or civil liability 
for any individuals.

5. Corporate cases should not be re-
solved without a clear plan to resolve 
related individual cases before the 
statute of limitations expires and decli-
nations as to individuals in such cases 
must be memorialized.

6. DOJ civil attorneys should consistently 
focus on individuals as well as the 
company and evaluate whether to 
bring suit against an individual based 
on considerations beyond simply that 
individual’s ability to pay.

Triple Aim and Waivers
 MSSP ACO Fraud and Abuse Waivers 
help enable ACOs to align clinical delivery 
performance with the ACO financial mod-
el to improve the way care is delivered. 
When the governing body of the ACO initi-
ates use of a waiver, the goal of it should 
tie into the “triple aim” of the ACA which 
consists of, (1) better care for individuals, 
(2) better health for populations, and (3) 
lower growth in expenditures.9

 There are approximately 90 types 
of arrangements protected under the 
waivers. Among the most commonly 
used waivers are the Electronic Health 
Records (“EHR”) donations and imple-
mentation. Included within the operational 
agreements of the MSSP ACO is the ACO 
data use agreement.

Use of Data Driven Intelligence in 
the Value-Based Integrated Health 
System
 In order to meet the triple aim and 
monitor patient safety and quality, risk 
managers are utilizing various data man-
agement programs to compare loss data 
elements. The aggregation of quality and 
safety data into a centralized format to 
illustrate trends/patterns to ACO manag-
ers and directors, is now part of the risk 
management team’s directives.
 Historically, “silos” resulted under the 
fee-for-service system which is incongru-
ous with the triple aim. As one commen-
tator has noted, the IT tools are designed 
to distinguish the old HMO “silo” model 
from the modern patient centered medi-
cal home. The goal of an integrated data 
management program is to better control 
risks in the patient-centered enterprise 
Value model. The risk management chal-
lenge entails use of data to simultaneously 
address issues related to patient safety, 
quality and cost. The data is being used to 
track certain metrics, such as 30-day post-
discharge patient mortality and 30-day 
readmission rates. The data results also 
can be used to compare the performance 
of hospitals, providers and even CEOs 
and other individuals within an integrated 
system. One change revealed in the June 
9, 2015 final rule, involves streamlining 
data sharing to improve access to the data 
necessary for ACO operations such as 
quality improvement and care coordina-
tion, while maintaining benefit protections.

Consolidation of Providers and Risk 
Management Implication
Kaiser Permanente
 One such integrated health system is 

Kaiser Permanente in California. It and 
the Cleveland Clinic have been cited as 
real world examples of the “efficiency 
defense”10 in response to a Federal Trade 
Commission’s challenge to a healthcare 
merger.11 The National Vice President for 
Healthcare Performance Improvement at 
Kaiser Permanente, has described the 
keys to successfully improving quality 
while controlling costs:

• two common misconceptions are (1) 
it is a tradeoff – you work on quality or 
you work on cost reduction, and (2) it is 
often assumed that quality costs more;

• rather, quality should be thought of 
through the patient’s eyes, as the 
person seeking the service;

• when measuring what patient’s value, 
frustration and unnecessary use of 
their time and energy is included in 
the definition of “waste”;

• involving the patient is a key to control-
ling costs and improving healthcare 
quality, measuring not just the dollar 
value, but also the personal cost;

• instead of a quality improvement 
project, it is seen as running the busi-
ness differently by focusing on quality 
improvement while simultaneously 
working on cost reduction which leads 
to the need to engage communities;

• the by-product of reducing costs of 
care is to invest in schools, commu-
nities and employer based settings, 
where people spend most of their 
hours during a week, as opposed to 
the limited time most devote to formal 
healthcare needs;

• the collective goal is to help people to 
thrive during their lifetimes.

 The theme is finance and qual-
ity being on the same team: “At Kaiser 
Permanente, we train finance people as 
Improvement Advisors, and finance staff, 
quality staff, physicians, and others work 
together and actually see the journey of 
the patient, put a dollar value to that, see 
what the cost of that journey is, and then 
work together to improve and define the 
value of that improvement. We’ve learned 
that when we do that, we not only reduce 
costs, but we tremendously improve 
quality.”12

 This model may be instructive to ACOs 
that are currently in the process of at-
tempting to comply with the ACA’s goals 
of improved patient care but also provid-
ing services in the most cost-effective 
way.

continued, next page
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Telemedicine and its intersection with Mobile 
Health Apps and Wearable Tech
By Jamaal Jones1

 The proliferation of telemedicine has 
made the delivery of medical services 
more accessible to those who are unable 
or unwilling to travel to their physician’s 
office. Our busy schedules or physical 
disabilities resulting in immobility have 
increased our demands and usage of 
telemedicine. Now more than ever, phy-
sicians and their patients are utilizing 
mobile health applications and wearable 
technology that collect, store, and trans-
mit protected health information (“PHI”) 
to a physician or any other health care 
provider that the patient designates. 
When the physician receives the patient’s 
PHI through the app the physician can 
interpret that information to provide the 
patient with a more accurate examination 
during the next telemedicine appoint-
ment. With the increase in the usage of 
telemedicine and mobile health apps we 
are more susceptible to our PHI getting 
into the wrong hands.

A. Telemedicine
 Generally, telemedicine2 involves the 
use of interactive telecommunications for 
the delivery of health care services when 
a health care provider and patient are not 
in the same physical location. Engaging 
in this practice of remote health care 
allows providers to reach more patients 
and grow their businesses by providing 
primary and specialty care and remote 
patient monitoring, via videoconference 
rather than requiring patients to travel to 
an office or hospital. Although the use of 
telemedicine is utilized sparingly com-
pared to in-person treatment by a health 
care provider its use is on the rise and 
laws and regulations are being enacted 
across the nation to govern the provision 
of telemedicine by health care providers.
 Telemedicine policies pertaining to 
reimbursement, licensure requirements, 
online prescribing, scope of coverage, 
and other issues vary greatly from state 
to state. Several states have or are in the 
process of enacting legislation that ad-
dresses several of these issues. Florida, 
like many other states, has been slow to 
enact new laws or evolve existing laws 
and statutes to deal with the proliferation 
of telemedicine. On March 12, 2014, the 

Florida Department of Health finalized 
administrative rules that established 
standards for telemedicine practice. This 
Rule was adopted by the Florida Board 
of Medicine and the Florida Board of 
Osteopathic Medicine.3

 The Rule defines “telemedicine” as 
the practice of medicine by a licensed 
Florida physician or physician assis-
tant where patient care, treatment, or 
services are provided through the use 
of medical information exchanged from 
one site to another via electronic com-
munications.4 The Rule prohibits the use 
of telemedicine to administer health care 
services by using solely an audio only 
telephone, email messages, text mes-
sages, facsimile transmission, U.S. Mail 
or other parcel service, or any combina-
tion thereof.5 Administering health care 
services through an interactive mobile 
health app or wearable tech does not ap-
pear to be prohibited by the rule. The Rule 
also states that the standard of care must 
remain the same regardless of whether 
a Florida licensed physician or physician 
assistant provides health care services in 
person or via telemedicine.6

 Florida licensed physicians and phy-
sician assistants providing health care 
services via telemedicine are responsible 
for the quality of the equipment and tech-
nologies employed and are responsible 
for their safe use.7 The Rule did not in-
clude a list of technologies that it deemed 
acceptable for use in telemedicine. This 
was done on purpose to allow the rule to 
be broad enough to permit the practitio-
ner to use available technology, such as 
mobile health apps and wearable tech 
sufficiently encrypted and compliant with 
Health Insurance Portability and Account-
ability Act of 1996 (“HIPAA”).
 Physicians are prohibited from pre-
scribing controlled substances through 
the use of telemedicine unless the patient 
is in a hospital facility.8 In the hospital 
facility, a physician may use a health 
app on a mobile device to order the 
prescription drug. Additionally, wearable 
tech might alert the user or his physician 
that he is experiencing a traumatic or 
life-threatening medical episode that may 
require certain prescription medication 

immediately if he has it on hand or instruct 
him to go to the emergency room. Accord-
ing to the Rule, prescribing medications 
based solely on an electronic medical 
questionnaire constitutes the failure to 
practice medicine with the level of care, 
skill, and treatment which is recognized 
by reasonably prudent physicians as be-
ing acceptable under similar conditions 
and circumstances, as well as prescribing 
legend drugs other than in the course of 
a physician’s professional practice.9

 Under the Rule, physicians and physi-
cian assistants cannot provide treatment 
recommendations, including issuing 
a prescription via electronic or other 
means, unless: (a) a documented patient 
evaluation, including history and physical 
examination to establish the diagnosis for 
which any legend drug is prescribed; (b) 
there has been a discussion between the 
physician or the physician assistant and 
the patient regarding treatment options 
and the risks and benefits of treatment; 
and (c) there exists proper maintenance 
of contemporaneous medical records.10 
All three of these requirements can be 
met using available mobile health apps 
and wearable tech. A physician may 
document a patient evaluation on an en-
crypted tablet; the physician may discuss 
treatment options and risks via a health 
communication app; and can store and 
maintain medical records collected via 
wearable tech in a secure third party 
storage facility.
 A physician-patient relationship may 
be established through telemedicine.11 
Patient confidentiality obligations and re-
cordkeeping requirements of physicians 
and physician assistants are not altered 
by the provision of health care services 
via telemedicine.12 Some may argue that 
the requirements are even more strin-
gent for telemedicine since it involves 
electronic health records (“EHR”), which 
requires certain safeguards under HIPAA.
 This rule does not apply to emergency 
medical services provided by emer-
gency physicians, emergency medical 
technicians (“EMTs”), paramedics, and 
emergency dispatchers.13 In emergency 
situations, first responders may use any 

continued, next page
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life-saving technology available to them 
to stabilize a patient. Additionally, the 
rule does not apply where a physician or 
physician assistant is treating a patient 
with an emergency medical condition that 
requires immediate medical care.14

 While this rule addresses many areas 
including standards of care, licensure re-
quirements, and prescription prohibitions, 
it did not mandate insurance coverage or 
reimbursement for telemedicine services 
provided in Florida. There are many 
factors that states use to determine the 
scope of coverage for telemedicine appli-
cations, such as the quality of equipment 
(e.g. wearable tech), type of services to 
be provided, and location of providers 
(e.g. remote rural sites). The American 
Telemedicine Association tracks recent 
changes to state telemedicine legislation, 
including those states that have enacted 
legislation mandating private insurance 
coverage for telemedicine services.15 
While there are several bills before the 
Senate and House in Florida, there re-
mains some skepticism by various par-
ties in interpreting and expanding upon 
current telemedicine regulations. During 
the 2015 legislative session, a Senate bill 
was proposed that would require public 
and private insurers to reimburse for 
telemedicine services allowing doctors to 
negotiate payment rates with insurers.16 
Supporters of this bill and others believe 
that in the long term, telemedicine will 
save money by reducing hospital and 
emergency room admissions.

B. Mobile Health and Fitness Apps and 
Wearable Tech
 Not all mobile health apps and wear-
able tech are created equally. If the 
health app or wearable tech collects, 
stores, and shares PHI with covered 
entities (i.e. physicians) or business as-
sociates in connection with a transaction 
for which the Department of Health and 
Human Services (“HHS”) has adopted a 
standard17, it must be HIPAA compliant. 
HIPAA18 privacy and security regulations 
extensively regulate the use and disclo-
sure of individually identifiable health 
information and require certain covered 
entities, including most health app de-
velopers, and their business associates 
to implement administrative, physical, 
and technical safeguards to protect the 
security of such information. The Health 
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Information Technology for Economic and 
Clinical Health (“HITECH”) Act19 promotes 
the adoption of meaningful use of health 
information technology. HITECH pro-
vides HHS with the authority to establish 
programs to improve health care quality, 
safety, and efficiency through the promo-
tion of health IT. HITECH addresses the 
privacy and security concerns associated 
with the electronic transmission of health 
information, partly through several provi-
sions that strengthen the civil and criminal 
enforcement of the HIPAA rules. Addition-
ally, there are several federal agencies, 
including the Federal Communications 
Commission (“FCC”)20 that regulate the 
use of wearable tech.
 PHI is any information in a medical 
record that can be used to identify an 
individual, and that was created, used, 
or disclosed in the course of providing a 
health care service, such as a diagnosis 
or treatment. Examples of PHI include 
billing information, test results, and doc-
tor’s appointment scheduling. HIPAA was 
drafted in an age when health apps and 
wearable tech were non-existent and 
therefore protecting PHI in health apps 
was not a consideration in drafters’ minds. 
As a result, it is difficult to determine 
which apps must be HIPAA compliant and 
which are exempt based on the current 
drafting of the law.
 Mobile health apps are not required to 
be HIPAA compliant if they are only used 
for tracking health or wellness progress 
or for informational purposes, such as 
those that: (i) track daily diets; (ii) allow 
the user to covertly research various ill-
nesses; (iii) provide access to medical 
reference materials; and (iv) permit us-
ers to record their weight and exercise 
routines. To determine whether an app 
falls under HIPAA, the developer should 
determine whether the user will be a cov-
ered entity and if so, if it will include PHI. 
If the app doesn’t involve PHI or involve 
a covered entity it does not have to be 
HIPAA compliant.
 Implementing the HIPAA Privacy and 
Security Rules are indispensable to oper-
ating these apps because they are highly 
susceptible to data theft and other secu-
rity breaches. When we consider the fre-
quency with which wearable tech and cell 
phones are lost and stolen we understand 
why it is so important to be HIPAA com-
pliant. App developers who believe that 
their apps must be HIPAA compliant can 
protect and secure PHI by incorporating 
the following safety mechanisms into their 
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apps: (i) require a password or other user 
authentication; (ii) allow users to enable 
built-in encryption capabilities; (iii) allow 
for remote wiping and/or remote disabling; 
(iv) restrict file sharing applications; (vi) 
enable security software to protect against 
viruses, malware, and spyware attacks; 
and, (vii) ensure that security software is 
up to date. This is not an exhaustive list, 
but just some of the security measures 
that an app developer should consider 
when adopting policies and procedures 
to protect PHI on wearable tech.
 App developers should require that all 
of their business associates sign Busi-
ness Associate Agreements. A business 
associate is a person or covered entity 
that performs certain functions or activi-
ties that involve the use or disclosure of 
PHI on behalf of, or provides services 
to, a covered entity.21 This is true even if 
the app was not intended to be used in a 
manner that stores and transmits PHI. If 
an app collects and stores PHI intention-
ally or unintentionally, it must be HIPAA 
compliant. Stating that the app was not 
intended to collect or store PHI is not an 
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adequate defense during a HIPAA audit.
 Health care providers are increasingly 
incorporating wearable tech and mobile 
health apps into their telemedicine prac-
tice. They should not access unsecured 
or unknown Wi-Fi networks when using 
this tech if it contains PHI. Securing 
wearable tech that stores and transmits 
electronic PHI is required by the law.
 Telemedicine, mobile health apps, and 
wearable tech when used in tandem allow 
a physician to provide a more precise diag-
nosis. To the average consumer, wearing 
a smart watch or using a health tracker 
app on your phone seems harmless, but 
the reality is that data security breaches 
and mishandling of PHI occurs more often 
than we’d like to admit. App developers, 
wearable tech innovators, and consumer 
must beware of the downside of their use 
and protect themselves accordingly. 

Endnotes:
1 Jamaal Jones is a health care associate at-
torney at Lubell Rosen in Coral Gables, Florida. 
He can be reached at jrj@lubellrosen.com.
2 The American Telemedicine Association uses 
the terms “telehealth” and “telemedicine” inter-
changeably.
3 Fla. Admin. Code r. 64B8-9.0141 (applies to 
Medical Doctors); Fla. Admin. Code r. 64B15-
14.0081 (applies to Osteopathic Doctors). Both 
rules are identical.

4 Florida does not have specific language 
within its statute or its administrative regulations, 
granting out-of-state physicians a limited license 
to enter the state remotely to practice medicine, 
but that may change if proposed legislation is 
passed.
5 Fla. Admin. Code r. 64B8-9.0141(1).
6 Fla. Admin. Code r. 64B8-9.0141(2).
7 Fla. Admin. Code r. 64B8-9.0141(3).
8 Fla. Admin. Code r. 64B8-9.0141(4).
9 Fla. Admin. Code r. 64B8-9.0141(5).
10 Fla. Admin. Code r. 64B8-9.0141(6).
11 Fla. Admin. Code r. 64B8-9.0141(8).
12 Fla. Admin. Code r. 64B8-9.0141(7).
13 Fla. Admin. Code r. 64B8-9.0141(9)(b).
14 Fla. Admin. Code r. 64B8-9.0141(9)(c).
15 See 50 States Summary Infographic July 
2015, Addendum A (July 2015) http://cchpca.org/
sites/default/files/resources/50%20states%20
summary%20infographic%20July%202015.pdf.
16 Forty-seven state Medicaid programs and 
D.C. are now reimbursing for live video telemedi-
cine. Twenty states and D.C. now require private 
insurance plans in the state to cover telehealth 
services.
17 45 C.F.R. § 160.103.
18 Pub. L. No. 104-191, 110 Stat. 1936 (1996).
19 See generally 45 C.F.R. pts. 160 to 164.
20 Other agencies include the Food and Drug 
Administration (“FDA”), the Federal Trade 
Commission (“FTC”), the Office of Civil Rights 
(“OCR”), and the National Institute of Standards 
and Technology (“NIST”).
21 45 C.F.R. § 160.103.

Avoid Legal Pitfalls and Sham Transactions 
in Medical Directorships and Physician 
Arrangements
By Lani M. Dornfeld, Esq.1

 This June, the Department of Health 
& Human Services, Office of Inspector 
General (“OIG”) issued a rare Fraud Alert 
(“Alert”), urging health care providers 
to scrutinize medical directorships and 
other physician compensation arrange-
ments for compliance with fraud and 
abuse laws.2 In fact, the Alert contained 
a “call to action” to report noncompliant 
arrangements to federal authorities. 
Just nine days later, the U.S. Depart-
ment of Justice announced the largest 
“coordinated takedown” in history by 
the Medicare Fraud Strike Force.3 The 
nationwide sweep resulted in charges 
against 243 individuals for approximately 

$712 million in false billing, with defen-
dants ranging from physicians to phar-
macy owners, home health providers 
and patient recruiters. Together, the 
Alert and takedown should serve as 
a warning to both physicians and the 
institutions that engage them to provide 
medical directorship and other services 
to carefully scrutinize the details of each 
arrangement to ensure compliance with 
the federal anti-kickback statute and 
other applicable laws, and to ensure 
that legitimate services are consistently 
being provided at fair market value.
 The background to the Alert was a se-
ries of recent OIG settlement agreements 

with twelve individual physicians who 
were, the OIG alleged, parties to ques-
tionable medical directorship and office 
staffing arrangements. The OIG alleged 
the medical directorship arrangements 
constituted improper remuneration under 
the federal anti-kickback statute because, 
among other reasons, (1) the payments 
to the physicians under the arrangements 
took into account the physicians’ volume 
or value of referrals and did not reflect 
fair market value for the services to be 
performed, and (2) the physicians did 
not actually provide the services required 
under the arrangements. The OIG further 
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alleged that some of the twelve physi-
cians had entered into arrangements un-
der which an affiliated health care entity 
paid the salaries of the physicians’ front 
office staff. OIG alleged that, because 
the office staff arrangements relieved 
the physicians of the financial burden 
they otherwise would have incurred for 
front office staff, the salaries paid under 
these arrangements constituted improper 
remuneration to the physicians.
 Of significant note is the determination 
by the OIG that “the physicians were an 
integral part of the scheme and subject to 
liability under the Civil Monetary Penalties 
Law.” The Alert demonstrates an increas-
ing trend where the OIG investigates and 
seeks sanctions against individual physi-
cians, not just the health care institutions 
that employ medical directors or enter into 
other compensation arrangements with 
physicians.
 The federal anti-kickback statute, 42 
U.S.C. § 1320a-7b, prohibits offering, 
paying, soliciting or receiving anything of 
value (“remuneration”) to induce or reward 
referrals or generate federal health care 
program business. The law has been 
interpreted to mean that a compensation 
arrangement may violate the anti-kickback 
statute if even one purpose of the arrange-
ment is to compensate a physician for his 
or her past or future referrals of federal 
health care program business.4 Criminal 
penalties include fines and imprisonment 
up to five years; civil and administrative 
penalties include civil monetary penalties, 
civil assessment of up to three times the 
amount of the kickback, federal health 
care program exclusion and federal False 
Claims Act liability.5

 Although the statute contains “safe 
harbors” for certain compensation ar-
rangements, including for personal ser-
vices and management contracts, if every 
component of the arrangement does not 
fit “squarely within” the safe harbor, the 
arrangement will not be protected from 
scrutiny and potential sanction.6

 In light of the Alert, health care attor-
neys should urge their physician clients, 
and other health care clients who engage 
physicians to provide medical directorship 
and other services, to review existing and 
future medical directorships and other 
financial arrangements for legal compli-
ance. A legal compliance review should 
analyze such transactions to ensure 
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legitimate services are consistently be-
ing provided at fair market value. When 
possible, efforts should be made to fit the 
arrangement into a “safe harbor” under 
the anti-kickback statute.
 The compliance review should, at mini-
mum, address the following questions:

• Are the services to be provided under 
the arrangement legitimately needed?

• Is the arrangement set forth in a written 
agreement between the parties?

• Is the term of the arrangement set forth 
in the agreement and for a duration of 
at least one year?

• Does the agreement set forth in detail 
all of the services to be provided under 
the arrangement, and are each of the 
services set forth in specific detail? 
Did the parties take care to ensure 
only legitimately-needed services are 
included in the arrangement? If the 
review is of an existing arrangement, 
have all of the services been provided 
in strict accordance with the terms of 
the written agreement?

• Are time records required? If the re-
view is of an existing arrangement, 
have the time records been accurately 
and consistently recorded and provid-
ed to the other contracting party? Were 
the recorded hours true and accurate?

• Is the rate of compensation consis-
tent with fair market value in an arms 
length transaction? Did the parties 
utilize national compensation surveys, 
a compensation appraisal expert or 
some other reliable and substantiated 
method to determine compensation?

• Did the parties ensure that none of 
the compensation, in any way and 
whether in whole or in part, takes into 
account the volume or value of any 
referrals or business otherwise gen-
erated between the parties for which 
payment may be made, in whole or in 
part, by federal health care programs?

 A legal compliance review should also 
be performed of any other arrangement 
between physicians and other health care 
facilities or institutions, including office 
staffing arrangements. If the result of 
any arrangement is to transfer financial 
risk to the other contracting party, the 
arrangement may be non-compliant. In 
addition, multiple arrangements between 
or among the same contracting parties 
must be reviewed together to ensure, in 
their entirety, the arrangements will pass 
regulatory scrutiny.
 Although the OIG Fraud Alert focused 
on anti-kickback statute compliance, 
these types of arrangements may im-
plicate other fraud and abuse laws, 
including the federal Stark (anti-referral) 
Statute and its state counterparts and 
the federal False Claims Act and its 
state counterparts. As such, attorneys 
must be knowledgeable on the range of 
laws and regulations governing physician 
and healthcare contracting and arrange-
ments. In sum, the Fraud Alert should 
put health law attorneys on “high alert” 
to assist our health care clients to enter 
into legally-compliant arrangements and 
periodically review those arrangements 
for ongoing compliance.

Endnotes:
1 Lani M. Dornfeld, Esq. is a Member of the 
health law practice group of Brach Eichler L.L.C.
2 Fraud Alert: Physician Compensation Ar-
rangements May Result in Significant Liabil-
ity, http://www.oig.hhs.gov/compliance/alerts/
guidance/Fraud_Alert_Physician_Compensa-
tion_06092015.pdf (June 9, 2015).
3 National Medicare Fraud Takedown Results 
in Charges Against 243 Individuals for Approxi-
mately $712 Million in False Billing, http://www.
justice.gov/opa/pr/national-medicare-fraud-take-
down-results-charges-against-243-individuals-
approximately-712 (June 18, 2015).
4 See U.S. v. Gerber, 760 F.2d 68 (3d Cir. 1985) 
cert. denied, 474 U.S. 988 (1985).
5 Federal Anti-Kickback Statute, 42 U.S.C. 
§ 1320a-7b.
6 Safe Harbor regulations are found at 42 
C.F.R. § 1001.952.

Ethics Questions?
Call The Florida Bar’s

ETHICS HOTLINE 
1/800/235-8619



Volume XVII, No. 8 • Fall 2015 • Page 14

continued, next page

PRN: A Resource for Impaired Practitioners
By Thomas Crabb1

 Professionals Resource Network, Inc. 
(“PRN”) operates Florida’s program for 
impaired practitioners of many health 
care and related professions. PRN serves 
those who are or may be impaired as the 
result of a substance use disorder or due 
to a mental or physical condition which 
could affect the professional’s ability to 
practice with skill and safety, as well as 
those engaging in professional-patient 
boundary violations and professional 
sexual misconduct. Founded in 1980 as 
the Committee for Impaired Physicians of 
the Florida Medical Association (“FMA”), 
PRN remains closely affiliated with the 
FMA. PRN now works with all licensed 
or certified health care professionals, 
applicants and students, except nursing 
professionals, who are served by the 
Intervention Project for Nurses, Inc. (IPN).
 PRN’s mission is to protect the citizens 
of Florida by identifying, referring for 
evaluation and treatment, and monitor-
ing healthcare practitioners who are or 
may be impaired, and in the process, to 
preserve the careers and lives of health 
care professionals who need assistance. 
An independent, 501(c)(3) organization, 
PRN has a full time medical director, 
professional staff and a 22-member 
Board of Directors which oversees PRN. 
PRN’s Board is predominantly composed 
of allopathic and osteopathic physicians. 
Its members are nominated by the FMA 
President and approved by the FMA 
Board of Governors.
 Since 1987, PRN has contracted with 
the Florida Department of Health (“DOH”) 
to serve as the Department’s consultant 
on professional impairment in health care 
practitioners in Florida pursuant to section 
456.076, Florida Statutes. Initially, the 
program included only allopathic physi-
cians, osteopathic physicians, veterinar-
ians, pharmacists and podiatrists. Over 
the ensuing years program eligibility has 
expanded to include other practitioners 
licensed or certified by DOH and the 
Department of Business and Professional 
Regulation (“DBPR”). PRN currently 
serves 30 different professional licensure 
Boards and Councils. The scope of im-
pairing conditions monitored by PRN has 
also expanded since its early days, from 
solely substance use disorders to now 
also include primary psychiatric illnesses, 

boundary violations, cognitive issues and 
physical disabilities.
 PRN is required by its contract to 
provide the Department of Health with 
monthly and quarterly activity reports by 
profession and diagnosis, without iden-
tifying the practitioners in the program 
by name. Approximately 30 percent of 
the program’s participants are already 
known to their respective Boards, as they 
were referred to PRN by that Board. The 
remainder of the program’s referrals are 
made by employers; treatment providers; 
medical organizations (hospitals, clinics, 
private practices); colleagues; friends and 
family members; and by self referral.
 If not already known to the Department 
or Board, the practitioner’s participation 
in the program remains confidential pro-
vided the individual remains compliant 
with the program. Multiple incidents of 
material noncompliance with the pro-
gram may result in the participant’s file 
being turned over to the Department for 
possible disciplinary action, as required 
by PRN’s contract with the Department 
of Health. Being unable to practice with 
reasonable skill and safety because of 
an impairing condition is a violation of 
the health professions and occupations 
practice act,2 as is being terminated from 
an impaired practitioner program for non-
compliance.3 Whenever PRN concludes 
that impairment affects a licensee’s ability 
to practice and constitutes an immedi-
ate serious danger to the public health, 
safety, or welfare, PRN is required by law 
to immediately communicate that conclu-
sion to the State Surgeon General.4

 When a referral is made to PRN, the 
first step in the program is to arrange 
for an evaluation. Evaluators are vetted 
through a joint credentialing process with 
PRN, IPN and the Department of Health 
to ensure they are capable of conducting 
a forensic independent medical evalua-
tion. Evaluators are required to attend 
joint PRN/IPN Evaluator Training yearly. A 
template is provided to evaluators indicat-
ing the expected scope of the evaluation 
and report. For example, evaluators are 
required to give their professional opinion 
on every evaluation report as to whether 
the referred practitioner is safe to prac-
tice his or her profession. Evaluators are 
independent and are not told by PRN or 

IPN what they should diagnose or what 
recommendations for treatment they 
should make. Statewide, there are 57 
approved evaluators, and PRN and IPN 
are continuously recruiting more. The pro-
spective participant is always given three 
choices of approved evaluators chosen 
by the PRN Medical Director and clinical 
team as having the necessary expertise 
to evaluate the particular practitioner’s 
issues. PRN refers the practitioner to 
evaluators close by when possible, but 
unfortunately not all areas of Florida have 
sufficient resources for the type of high-
level evaluation required by the program.
 Once a practitioner has completed 
the evaluation process, there are several 
possible next steps, including:

1. If the individual is found not to have 
any indication of an impairing condition 
requiring treatment and PRN monitor-
ing, the referral source is notified (with 
the practitioner’s signed consent), and 
the PRN file is closed.

2. If the individual is diagnosed with an 
impairing condition and treatment is 
recommended, the practitioner is of-
fered several options for treatment, 
and PRN develops a contract to moni-
tor the professional after treatment. 
PRN monitoring contracts are individu-
alized and can vary in length from one 
year to licensure long, depending on 
the diagnoses, specific circumstances 
and evaluator recommendations. The 
program does not in any circumstance 
require lifetime monitoring contracts.

3. If the evaluator has strong suspicions 
or concerns about a possible impair-
ing condition but is unable to reach a 
clear-cut diagnosis based on the data 
available, the evaluator may recom-
mend a diagnostic monitoring contract 
for 1-2 years.

When a participant is approaching the 
contract termination date, the PRN Medi-
cal Director and clinical team reviews the 
participant’s status. In most cases, PRN 
monitoring concludes on or before the 
contract termination date. However, when 
there have been complications, relapses 
by the participant or other extenuating 
circumstances, an exit evaluation may 
be required to determine readiness to 
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complete monitoring and PRN may re-
quire an extended period of monitoring. 
This occurs in less than 10% of program 
cases. At any time after at least one year 
of monitoring, a program participant may 
request that the PRN Medical Director 
and clinical team review his or her file for 
potential early termination of monitoring. 
 Monitoring is the central focus of 
PRN’s work because it improves prog-
nosis and has been found to be the best 
tool for determining the individual’s safety 
to practice. With appropriate monitoring 
from PRN, many health care practitioners 
with impairing conditions can continue 
to work in their licensed professions. 
Moreover, monitoring provides PRN with 
information it can use to effectively ad-
vocate to the applicable licensure Board 
the participant’s sobriety and safety to 
practice. Monitoring approaches are 
individualized depending on the practi-
tioner’s diagnoses, stage of recovery and 
willingness to cooperate. In substance 
use disorders, drug testing of urine, hair 
and blood is critical. Psychiatric disorders 
require reports and open communication 
with psychiatrists, therapists and other 
treatment professionals. Behavioral dis-
orders are best monitored by surveying 
those who have contact with the practitio-
ner on a regular basis, and sometimes by 
use of polygraphs. Cognitive impairments 
may be monitored by neuropsychologi-
cal testing, neurological evaluation and 
imaging studies. Each monitoring plan is 
individualized to the specific practitioner’s 
needs.
 PRN does not charge a fee for monitor-
ing or for any other of its services, which 
are funded through its contracts with the 
Department of Health and Department of 
Business and Professional Regulation. 
However, the costs of program services 
provided by persons other than PRN, 
such as independent evaluation, treat-
ment, drug testing and facilitated groups 
are the responsibility of the practitioner.
 In addition to its contracts with DOH 
and DBPR, PRN operates pursuant to 
applicable state and federal law. Sec-
tion 456.076, Florida Statutes, provides 
for the impaired practitioner program for 
health care practitioners and describes 
many of the rights and responsibilities of 
the DOH consultant, which is by contract 

PRN. For example, information received 
by PRN from treatment providers is confi-
dential and exempt from disclosure under 
the Florida public records law.5

  When an impaired licensee has not 
progressed satisfactorily in the program, 
PRN is obligated to transmit all its infor-
mation regarding the licensee to DOH.6 
The entire PRN file is sent by secure 
electronic transfer from PRN to DOH. 
If a disciplinary proceeding is then initi-
ated against the licensee, the licensee 
can obtain a copy of his or her PRN file 
directly from DOH.7 Unless and until a 
program participant is referred to the De-
partment, PRN has only limited statutory 
authority to disclose PRN file materials 
to the participant or his or her designee. 
Specifically, PRN is authorized “only to 
the extent it is necessary to do so to carry 
out the consultant’s duties under this sec-
tion.”8 Accordingly, PRN is prohibited from 
providing its file materials to a program 
participant or his or her lawyer simply on 
demand when not necessary to carry out 
PRN’s duties.
 For every participant in the program 
for drug or alcohol issues, the federal 
Confidentiality of Alcohol and Drug Abuse 
Patient Records regulations at 42 C.F.R. 
Part 2 apply. The Part 2 regulations 
provide significant protection to the con-
fidentiality of program participants and 
impose substantial restrictions on PRN’s 
disclosure of information relating to those 
participants. For example, in a civil law-
suit if PRN is served with a subpoena 
for documents or testimony relating to 
a participant involved with the program 
for alcohol or drug abuse issues, PRN 
is prohibited from responding to the sub-
poena, or even acknowledging whether 
a person is or ever was a program par-
ticipant, unless the Court enters an order 
as described in 42 C.F.R. § 2.64 or the 
participant executes a Part 2-compliant 
consent form. Compliance with the HIPAA 
records disclosure requirements, which 
are different and less restrictive than 
those under Part 2, is not sufficient. It is 
PRN’s practice to respond in opposition 
to any motion seeking compelled disclo-
sure of PRN file documents without the 
consent of the program participant.
 As the DOH consultant, PRN has 
statutory immunity from liability while act-
ing within the scope of its contract with 
DOH, as well as common law immunity 
for actions taken in connection with of-
ficial duties.9 Any lawsuit brought against 
PRN or its employees when acting as 

the DOH consultant is defended by the 
Department of Financial Services.10

 PRN has no authority to itself take any 
disciplinary action against a license or 
licensee. Such action can only be taken 
by the Department or applicable licensure 
board. Accordingly, while many PRN 
program participants are represented by 
counsel, there is no attorney appearance 
before PRN or point of entry to challenge 
any aspect of a practitioner’s PRN pro-
gram participation unless and until the 
Department or Board takes action against 
the participant. PRN does, however, have 
a policy approved by DOH as part of the 
PRN Policies and Procedures Manual 
for the resolution of any grievances 
relating to the PRN program submitted 
to the DOH Division of Medical Quality 
Assurance.
 If the participant executes a consent 
form, PRN is amenable to limited com-
munications with the participant’s lawyer 
within the parameters of state and federal 
law and PRN’s state contracts in order to 
further the purposes of the program. Any 
such communications are voluntary on 
the part of PRN. Any lawyer with clients 
in the impaired practitioner program op-
erated by PRN is encouraged to review 
section 456.076, Florida Statutes, 42 
C.F.R. Part 2, PRN’s contract with DOH 
(available on the FLDFS FACTS website), 
and PRN’s policy and procedure manual, 
which is incorporated by reference into 
the DOH contract and available on re-
quest from PRN.

Endnotes:
1 Thomas Crabb is with the Radey Law Firm 
and can be reached at tcrabb@radeylaw.com. 
PRN wishes to thank Charmaine Chiu and the 
Health Law Section Executive Council for the 
opportunity to present this information about the 
PRN impaired practitioner program.
2 Fla. Stat. § 456.072(1)(z).
3 Fla. Stat. § 456.072(1)(hh).
4 Fla. Stat. § 456.076(6)(a).
5 Fla. Stat. § 456.076(6)(a).
6 Id.
7 Fla. Stat. § 456.076(9).
8 Fla. Stat. § 456.076(9).
9 Fla. Stat. § 456.076(8)(a). See Dr. Roger 
Goetz v. James P. Noble, M.D., 652 So. 2d 1203 
(Fla. 4th DCA 1995) (holding that consultant for 
impaired practitioner program was entitled to 
absolute immunity from physician’s defamation 
and intentional interference with contract claims 
arising from consultant’s suggestion to hospital’s 
impaired practitioner committee that it could sus-
pend physician’s privileges until he underwent 
evaluation).
10 Fla. Stat. § 456.076(8)(b).
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license.10 Because the licensee’s liveli-
hood is at risk in these denials of profes-
sional license renewal proceedings, they 
are penal in nature.11 Several ALJs have 
held agencies to the clear and convincing 
level of proof in these professional license 
renewal cases.12

 In any denial of a license renewal pro-
ceeding, there is a shifting of the burden 
of proof between the licensee and the 
agency. The general rule is that a party 
asserting the affirmative of an issue has 
the burden of presenting evidence as to 
that issue.13 The licensee must prove its 
entitlement to continued licensure by a 
preponderance of the evidence while the 
agency denying the continued licensure 
should be held to a clear and convincing 
standard of proof. While the agency has 
the burden of proving specific acts or 
alleged violations when it seeks to deny 
the license, the licensee does not have 
the burden of disproving a specific charge 
of misconduct.14 It is also crucial to deter-
mine whether the proceeding involves a 
professional license, which establishes 
property rights, versus a license that does 
not create such a right, such as a foster 
care home license. Foster care home li-
censes, by statute, do not create property 
rights.15 In such cases, the preponder-
ance of evidence standard would apply. 
Conversely, professional licenses held 
by health care professionals (physicians, 
nurses, etc.) and health care facilities 
(nursing homes, assisted living facilities, 
etc.) do create such property rights.
 An agency denying a renewal license 
for a professional license should be held 

to the clear and convincing standard 
of proof based on the rights that are 
impacted and the fact that the licensee 
had already proven his/her/its fitness to 
hold a license. In Davis Family Day Care, 
the Florida Supreme Court noted that “In 
Osborne Stern, this Court clarified that it 
is the nature of the agency’s action and 
the underlying rights implicated by the 
action that govern the applicable eviden-
tiary standard (emphasis added).” When 
analyzing the agency’s actions, it is also 
crucial to determine if the agency is using 
a denial of a renewal license in lieu of a 
disciplinary case. The courts have held 
that the refusal to renew a license to a 
person who has once demonstrated that 
he possesses the statutory prerequisites 
to licensure cannot be used as a substi-
tute for a license revocation proceed-
ing.16 This issue is not only important in 
determining the appropriate burden of 
proof for agency but also whether the 
licensee has a burden at all in the pro-
ceeding. In disciplinary proceedings, the 
agency not only bears the entire burden, 
it must prove the allegations by clear and 
convincing evidence. In a denial of a li-
cense denial proceeding, the burdens are 
shared. Nevertheless, in these denial of 
renewal license proceedings the burden 
on the agency should be the clear and 
convincing standard due to the underlying 
rights implicated by the action as well as 
the potential loss of livelihood.17

 If the ALJs and the courts do not con-
tinue to hold that the clear and convinc-
ing standard applies in the denial of the 
renewal of a professional license, the 
implications are profound. An agency can 
potentially circumvent established case 
law holding that the clear and convincing 
standard applies if an agency seeks to 
revoke a license. It is undisputed that an 
agency must prove its allegations by clear 
and convincing evidence when it files an 
administrative complaint seeking revoca-
tion of a professional license. If an agency 
is permitted to circumvent this burden by 
filing its allegations in a denial notice of 
a renewal license, it can seek revocation 
under the preponderance of evidence 
standard. The more just and equitable 
reasoning is that an agency should be 
held to the clear and convincing standard 
of proof when it seeks to deny a renewal 
license for a professional licensee.18

Endnotes:
1 John E. Terrel is Board Certified in State and 
Federal Government and Administrative Practice 
and handles administrative hearings and ap-
peals. His solo practice, Law Office of John E. 
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